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tMobile Online So
ial Networks (mOSNs) have re
entlygrown in popularity. With the ubiquitous use of mo-bile devi
es and a rapid shift of te
hnology and a

essto OSNs, it is important to examine the impa
t of mobileOSNs from a priva
y standpoint. We present a taxonomyof ways to study priva
y leakage and report on the 
ur-rent status of known leakages. We �nd that all mOSNsin our study exhibit some leakage of private informationto third parties. Novel 
on
erns in
lude 
ombination ofnew features unique to mobile a

ess with the leakage inOSNs that we had examined earlier.1 Introdu
tionThe growth in Online So
ial Networks (OSNs) 
ontin-ues unabated with around 10% of the world's population
urrently on one of hundreds of OSNs. A handful are ex-tremely popular with hundreds of millions of users. Sep-arately there has been an explosion of popularity of mo-bile devi
es with nearly 3 billion users (nearly half of theworld's population) who have 
ell phones. In
reasingly,mobile devi
es have be
ome smarter: they go well be-yond voi
e 
ommuni
ation and play musi
 and videos,a

ess the Internet over WiFi and their own 
ommuni
a-tion networks. Not surprisingly, an in
reasing fra
tion ofa

esses to OSNs are now via mobile devi
es.Correspondingly there has been a growth in new mo-bile OSNs (mOSNs) that primarily 
ater to `mobile'users, who a

ess them largely via mobile devi
es. Su
h
onvergen
e is due to the natural movement from the
onne
tions over telephone between friends to linkageover OSNs. Mobile devi
es provide ubiquitous a

ess tothe Web. Many existing OSNs have 
reated 
ontent anda

ess me
hanisms tailored to mobile users to a

ountfor the limited bandwidth, laten
y, and s
reen sizes ofthe devi
es. A re
ent survey showed that nearly a quar-ter of mobile users in UK visited an OSN via mobile de-

vi
es [9℄. Ba
king this survey up, Fa
ebook, the OSNwith the largest number of users re
ently announ
ed [2℄that a quarter of their users visit their OSN site via a mo-bile devi
e every month. Another survey reported thattraf�
 on the mobile Web doubled in 2009 [11℄.All of these fa
tors have resulted in a dramati
 growthin traf�
 to mobile OSNs and parts of traditional OSNswith 
ontent tailored for mobile devi
es. A traditionalWeb site for a

ess from desk/laptop 
ontinues to beimportant for mOSNs. A

ess to mobile OSNs 
omesin different forms in
luding mobile-spe
i�
 interfa
esand 
ontent. There has been a tremendous growth in�apps� (appli
ations) for mobile devi
es and many areavailable for 
ustomized intera
tion with mOSNs. SomeOSNs, most notably Fa
ebook and Twitter, provide APIsfor 
onne
tions to their site. These programmati
 inter-fa
es were not designed spe
i�
ally for mobile devi
esbut they are used by mOSNs to share the a
tivities of amOSN user with other OSNs.Earlier [6, 7℄ we 
hara
terized priva
y in OSNs andhighlighted various ve
tors of priva
y leakage in popularOSNs. Here, we examine priva
y leakage in intera
tionswith mobile OSNs and in
lude some spe
ial-purpose so-
ial networks (su
h as Fli
kr, Yelp) that we did not studyearlier. We examine two different kinds of mOSNs inour work: popular OSNs su
h as Fa
ebook andMySpa
ethat have evolved to allow a

ess frommobile devi
es, aswell as the new mOSNs, su
h as Foursquare and Loopt,designed spe
i�
ally to be a

essed by mobile devi
es.There is eviden
e that Fa
ebook and MySpa
e have re-
eived most of the a

esses from mobile devi
es [12℄with growth in mobile a

ess to Twitter as well.In our work, we enumerate priva
y issues that are newin mobile OSNs. These typi
ally arise due to new fea-tures that are �rst order in mobile OSNs. For exam-ple, the 
ontextual information of a user, expressed inthe form of presen
e on a mOSN and geographi
al lo
a-tion is a feature that is widespread in the mobile environ-ment. The ability to fa
tor in the user's lo
ation allows1



more tailoring than is possible through a

ess via wiredand WiFi networks [8℄. Lo
ation has been des
ribed asthe missing link between the real world and OSNs [13℄.As we expe
t mobile a

ess to be
ome widespread ontraditional OSNs, we should examine ways by whi
h thenew features intera
t with existing priva
y issues. Weexplore the interesting issue of 
ombination leakage: arethere pie
es of information that are on traditional OSNsthat when 
ombined with new features in mobile OSNsresult in priva
y leakage? Also, we need to see if existingpriva
y prote
tion measures are obsoleted as a result ofintera
tion with the new environment.The use of mobile OSNs is relatively new and we ex-amine priva
y issues in using them. However, we stressthat our work is not about examining all mobile a

essessu
h as using a 
ell phone to a

ess a bank a

ount whi
hmay also involve leakage of private information. Onereason to examine general mobile priva
y is that user'smay 
arry over notions of expe
ted priva
y from theuse of mobile devi
es to any new appli
ations su
h asmOSNs. European regulators have warned of higher pri-va
y losses as a result of sear
hing the Internet via 
ell-phones [4℄. The primary additional private informationbeing lost was user's lo
ation information. A study ex-amining priva
y and se
urity done in 2008 also warnedabout leakage of temporal and geographi
al informationin the mobile 
ontext [3℄.The rest of the paper is organized as follows: Se
-tion 2 examines the various interfa
es for intera
tingwithmOSNs along with the external intera
tions emanatingfrommOSNs. Se
tion 3 enumerates the taxonomy of pri-va
y issues in mobile OSNs and our reasons for studyingthem. Se
tion 4 presents our detailed study of mOSNswith the results appearing in Se
tion 5. We summarizeour results with a look at future work in Se
tion 6.2 Interfa
es and Inter
onne
tionsThe growth of mOSNs has been fueled by the desire tobring so
ial networking to mobile devi
es while retain-ing a

ess to traditional so
ial networking sites. Thisgrowth has been two pronged: traditional OSNs have
reated mobile Web sites and mobile appli
ations forusers to a

ess their OSN a

ount while new mobileOSNs have been 
reated to expli
itly take advantage ofmobile devi
e features su
h as the 
apability to obtainpre
ise 
urrent lo
ation. The resulting lands
ape hasbeen a melding of new and old where ea
h mOSN pro-vides a variety of interfa
es for a

ess. Newer mOSNsease the transition by taking advantage of API 
onne
-tion features of traditional OSNs to present an integratedso
ial networking experien
e for users. These ideas ofmultiple interfa
es and inter
onne
tions between usersare 
aptured in Figure 1, along with third-party servers

that aggregate information for advertising and analyti
s.
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Figure 1: Interfa
es and Inter
onne
tions for mOSNsFigure 1 shows that mOSNs may have up to four typesof interfa
es, whi
h are simply portals to the 
ontent ofthe mOSNs. First, a mOSN must minimally supporta mobile Web site serving 
ontent adapted to the 
on-straints of a mobile devi
e browser. Se
ond, it may sup-port a traditional (full) Web site a

essible via a tradi-tional browser as a matter of 
onvenien
e for the desk-top user and to simplify the upload of (often, large) 
on-tent. Third, it may support a

ess via mOSN-spe
i�
 ap-pli
ations 
reated spe
i�
ally for a devi
e using a well-de�ned API. The API allows the mOSN user interfa
eto be 
ustomized for the devi
e. Devi
e-spe
i�
 mobileappli
ations need not a

ess the same server as the mo-bile Web site. Finally, it may allow 
onne
tions with anOSN that provides an API Conne
t feature (e.g. Fa
e-book and Twitter) for sharing 
ontent, su
h as updateswith the OSN. Figure 1 shows two mOSNs, ea
h with amobile and full Web site interfa
e as well as an inter
on-ne
tion with an OSN supporting a Conne
t API. In addi-tion, appli
ations on different devi
es exist for mOSN1.Note the distin
tion between a devi
e and an interfa
e.A devi
e su
h as a smart phone 
ould be used to a

essthe mobile or full web site via a mobile browser as wellas a devi
e-spe
i�
 appli
ation tailored for a mOSN. Adesktop user would likely use a traditional browser toa

ess the full Web site, but 
ouldmodify the User-Agent�eld in their browser to a

ess the mobile site.Figure 1 also shows the existen
e of third-partyservers. These third-party servers may obtain informa-tion from both mobile and traditional OSNs, su
h as 3rd-party Server 2 in the �gure. Some third-party servers,su
h as 3rd-party Server 4, may 
on
entrate on the mo-bile market. From a priva
y leakage standpoint, the 
on-ne
tion servi
e 
reates problemati
 s
enarios. For exam-ple, a user's lo
ation shared with mOSN1 via the user'ssmart phone may be leaked to 3rd-party Server 3, whi
hhas no immediate dire
t relationship with mOSN1.2



3 Taxonomy of Priva
y IssuesWe 
onsider two 
lasses of mobile OSNs: 1) traditionalOSNs (su
h as Fa
ebook and MySpa
e) that have ex-panded to embra
e a

ess via mobile devi
es; and 2)appli
ations and OSNs that were 
reated largely to dealwith the new mobile 
ontext. The latter 
lass forms amajority in our study. Our taxonomy may differ betweenthe two 
lasses. Priva
y issues that were a 
on
ern intraditional OSNs, su
h as permissive sharing of personalinformation to all OSN users as well as leakage of pri-vate information to third-parties, remain relevant to theformer 
lass while they need to be examined anew forthe latter 
lass. The manner of examination of priva
yissues takes into a

ount the different interfa
es and in-ter
onne
tions outlined in the previous se
tion.In addition to priva
y issues observed for traditionalOSNs, whi
h may be exa
erbated as a result of the newfeatures in mOSN, we examine priva
y issues that arenew in the mobile 
ontext and ones that result from in-tera
tion between traditional OSNs and mOSNs. The
on
epts that are either novel or play a predominant rolein mOSNs in
lude presen
e and lo
ation, whi
h we ex-plain in more depth below. These 
on
epts have playeda lesser role in traditional OSNs, although determining auser's presen
e has be
ome more important in an OSNsu
h as Fa
ebook that seeks to provide an instant mes-saging servi
e to its users. Twitter has re
ently allowedusers to add their lo
ation information even when usersa

ess their traditional site.
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Figure 2: Potential Priva
y Leakage ve
tors in mOSNsFigure 2 lists a few of the mOSN user's pie
es ofprivate information and some of the entities (both in-side and outside the mOSN) to whi
h information mightleak. We explore priva
y leakage along two tra
ks: thepersonal information that may be sent and the destina-

tion to whi
h it 
ould be sent. The latter is importantin the 
ontext of mOSNs be
ause there are a larger setof possible destinations due to the expanded features inmOSNs. There are at least three possible destinations:internally within the mOSN (e.g., to a user's friends, net-works/
ommunities, or everyone), externally to other tra-ditional OSNs through the 
onne
tion feature (and thusto the user's 
onta
ts in those traditionalOSNs whi
h 
anbe limited to their friends or a

essible to everyone), and�nally to third-party aggregators and advertisers.Many mOSNs do provide a range of priva
y set-tings. However, the multi-dimensional nature of the is-sue makes the problem of prote
ting information signif-i
antly harder. Consider for example the amount of in-formation a user has to keep tra
k of in intera
ting witha mOSN. They have to be aware of the duration of anypriva
y setting they have made. When they allow someinformation, su
h as lo
ation, to be used by the mOSNfor a legitimate purpose (lo
ating them on a map, say),they have to be aware that it might be handed over tothird-parties. They have to keep tra
k of what subset ofusers have a

ess to whi
h subset of their private infor-mation: their friends, their friends who are 
urrently on-line on this mOSN, their friends in other mOSNs, et
.Additionally, popular atomi
 a
tions on mOSNs su
h as`
he
king in' at a lo
ation reveals mu
h about the user:their presen
e, their lo
ation, and the 
urrent timestamp.The ri
her the features of a mOSN, the more 
omplex theresults of a single a
tion would be.As to what personal information is sent to differentpla
es, there is 
onsiderable varian
e. User's presen
e,lo
ation, et
. 
an be made known to other users on themOSN, passed on to the external OSNs and the third par-ties. Contents of updates are typi
ally available to thelo
al mOSN and external traditional OSNs.Presen
e on an OSN is not a new 
on
ept, but in mosttraditional OSNs users were not automati
ally madeaware of the presen
e of their friends (or any other users).Su
h a feature has been long available in instant messag-ing systems. Many mOSNs, on the other hand, allowusers to indi
ate their presen
e via a �
he
k-in� me
ha-nism, where a user establishes their lo
ation at a parti
-ular time. Presen
e is an important notion in mOSNs asone of their key features is the notion of 
he
king physi-
al 
o-lo
ation of users. Users who are not present on amOSN are not likely to parti
ipate in any dynami
 inter-a
tions. The indi
ation of presen
e allows their friendsto expe
t qui
k response. Sharing presen
emore broadlythan just with friends allows meeting new people who aremembers of the same mOSN.A user's availability to 
ommuni
ate is indi
ated bypresen
e and the notion of presen
e exists independentof a 
losely related notion: that of lo
ation. Lo
ation isa widely used feature in mOSNs and until re
ently was3



not even an availablefeature in traditional OSNs. Theubiquity of GPS and the ability to automati
ally lo
ateoneself, has led to lo
ation being 
onsidered a basi
 fea-ture of many mOSNs. In our study, a number of themOSNs have limited fun
tionality if users do not dis-
lose their lo
ation. With su
h a de�nition, lo
ationmight be viewed as essential for the proper fun
tioning ofa mOSN and thus not a 
ru
ial 
on
ept from the purviewof priva
y. However, users may not want to dis
lose theirlo
ation beyond their set of friends to avoid potential pit-falls of preying users [10℄. Many mOSNs allow su
hdis
losure to be limited to friends or to friends that arewithin a given distan
e from the user. It is importantto be aware that users 
an indi
ate their presen
e on anmOSN without dis
losing their exa
t lo
ation.There are additional pie
es of priva
y that are at risk ofleakage in mOSNs�these in
lude information related tothe mobile devi
e. For example, mobile devi
es typi
allyhave a unique devi
e identi�er for various purposes, su
has installing approved appli
ations on the spe
i�
 user'smobile devi
e. This is a 
ommon identi�er present inall mobile devi
es. For example, on the Apple iPhoneit is a string 
alled UDID1, on the Android it is AndroidID2 and on theWindows Phone it is the Devi
eUniqueId,whi
h 
onsists of a platform ID (identifying the type ofhardware devi
e) and a preset ID (identifying the spe
i�
devi
e) and is of varying length3.There is a potential priva
y issue if this unique iden-ti�er is leaked to a third-party via an appli
ation, whi
hhas a

ess to the identi�er through the devi
e's API. Ifleaked, this identi�er 
ould be asso
iated with a user'sidentity and be used to tra
k an unknowing user's a
tionsa
ross different appli
ations.Perhaps the most interesting issue that raises signi�-
ant new priva
y 
on
erns is the intera
tion potential be-tween mOSNs and traditional OSNs. Su
h an intera
tionhas already been made available in many mOSNs to in-
rease their popularity. Mobile OSNs en
ourage usersto link their a
tivities on mOSNs with traditional OSNslike Fa
ebook and Twitter. Su
h 
onne
tions are usefulto users who, while intera
ting with a mOSN 
an expe
tsome of their a
tions to show up on traditional OSNs andbe visible to their friends there. The information sup-plied by users and the degree of inter
onne
tion based onAPI 
onne
tions varies a
ross mOSNs. For example, ifa user dis
loses lo
ation to a mOSN and is automati
ally
onne
ted to Fa
ebook or Twitter, then friends on thoseOSNs may also be able to see this information. Howeverthe lo
ation information is posted on the user's Fa
ebook1http://developer.apple.
om/iphone/library/do
umentation/UIKit/Referen
e/UIDevi
e Class/Referen
e/UIDevi
e.html2http://developer.android.
om/referen
e/android/provider/Settings.Se
ure.html3http://blogs.msdn.
om/jehan
e/ar
hive/2004/07/12/181116.aspx

wall or Twitter timeline and available by default to allusers in ea
h OSN.4 StudyGiven the number of potential priva
y issues dis
ussedin the previous se
tion, we designed a study to determinewhi
h of these problems o

ur in 
urrent mOSNs and towhat extent. The study was 
arried out in three parts:1) identifying an appropriate set of mOSNs for study; 2)enumerating a spe
i�
 set of resear
h issues to examinefor ea
h; and 3) establishing a methodology to use instudying these issues for ea
h mOSN.4.1 Mobile OSNs for StudyAlthough the world of mobile OSNs is relatively new,there have been several dozen that have started withinthe last few years. Most of them are startup 
ompaniesthat have attempted to lat
h on to the popularity of mo-bile devi
es and take advantage of the low barrier forentry. A 
ursory examination of available mOSNs gen-erated over 75 
andidates. Normally, one would applystandard �ltering 
riteria of popularity, feature ri
hness,et
. to identify a reasonable subset to study. However,given the novelty of the �eld we de
ided not to eliminatemOSNs just be
ause they are not yet well known.We used the following 
riteria of in
lusion (and ex
lu-sion) of 
andidate mOSNs for our study.A

ount: The 
andidate mOSN must require users toestablish an a

ount asso
iated with an email address,a 
ell phone number, or both. This ne
essary 
onditionallowed us to �lter out ones that may be transient.So
ial aspe
t: The 
andidate mOSN must support so-
ial intera
tions with friends within the site. This 
rite-rion ex
luded sites that are simply aimed at integratingmobile users with regular a

esses to their site.Mobile a

ess: The 
andidate mOSN must provide atleast one interfa
e that tailors the 
ontent for one or moremobile devi
es. A popular OSN that allowed a

ess totheir traditional Web site with no provisions made forthe different requirements of mobile devi
es and mobilea

ess would not qualify. New 
hallenges arise in tailor-ing the 
ontent and both restri
ts and diversi�es the setof features in an OSN.Many mOSNs ne
essarily make use of lo
ation andsome of them have also developedmobile devi
e-spe
i�
appli
ations. However we did not deem these to be ane
essary 
ondition for in
lusion. We believe that theavailability of lo
ation information in many mobile de-vi
es will qui
kly lead to use of that information by anymOSN that 
urrently la
ks this feature. Devi
e-spe
i�
appli
ations improve a

ess to the mOSN on the givendevi
e, but are not a requirement for in
lusion.4



As a se
ondary 
riterion we �ltered the 
andidatemOSNs meeting the ne
essary 
onditions listed againstpopularity metri
s available from Quant
ast and Alexa.We thus established a study set of 20 mOSNs, 7 ofwhi
h are traditional OSNs that were part of our earlierstudy [7℄�Bebo, Fa
ebook, Hi5, Linkedin, Livejournal,MySpa
e and Twitter. We added two spe
ial purpose so-
ial networks Fli
kr and Yelp; the rest 11 were not in ex-isten
e prior to the widespread use of mobile devi
es�Brightkite, Buzzd, Dopplr, Foursquare, Gowalla, Gypsii,Loopt, Radar, Urbanspoon, Wattpad and Whrrl.While the availability of devi
e-spe
i�
 appli
ationswas not a 
riterion for sele
tion, we wanted to study thisinterfa
e for mOSNs that provided it and thus we exam-ined mOSNs with appli
ations for various devi
es. Wedid so based on information provided on the mobile andfull Web site of ea
h mOSN and by 
onsulting devi
e-spe
i�
 lists of so
ial networking appli
ations. We foundthat 19 (all but Hi5) of our mOSNs had appli
ations forthe Apple iPhone. Currently, ten have appli
ations forthe Bla
kberry, six ea
h for the Google Android and thePalm, and three for the Windows phone fromMi
rosoft.After our study set was 
hosen, the pre-manufa
turedso
ial networkBuzz was introdu
edwith users organizedinto friendship networks based upon their set of fre-quent 
orrespondents in the email servi
e 
alled Gmail.Avoidable priva
y brea
hes in the initial version in
ludedthe default of making the list of 
onta
ts publi
 on auser's pro�le, automati
 linkage to other internal ser-vi
es (photo albums and news reader feeds), informa-tion about people who never joined being exposed as aresult of being a frequent 
orrespondent with a parti
-ipant, et
.�primarily due to designers' default 
hoi
eof opt-out instead of opt-in. Following widespread 
riti-
ism, all of these issues were �xed shortly after the initialrelease. Sin
e our study is about the more organi
allygrown mOSNs, we did not study Buzz.4.2 Resear
h IssuesThe taxonomy of priva
y issues leads to a number ofissues to examine for ea
h of our mOSNs. Some ofthese have been examined in previous work for tradi-tional OSNs, but bear re-examination for mOSNs, whileother issues are raised due to new features of mOSNs.Availability of user information within mOSNs:What pie
es of information are supplied by users forea
h of the mOSNs and what are the default priva
y set-tings for their availability to others within an mOSN?Lo
ation and presen
e: How is the availability of auser's lo
ation and presen
e handled by ea
h mOSN?Inter
onne
tedness of mOSNs: To what degree domOSNs have inter
onne
tions based on API 
onne
tionswith other OSNs, thereby potentially allowing the leak-

age of information to users in these other OSNs?Leakage to third-parties: Beyond leakage of infor-mation within or a
ross OSNs, to what extent is infor-mation about a user leaked to third-parties and does itdiffer a
ross the various interfa
es of ea
h mOSN?Leakage of new PII to third-parties: Are there newpie
es of personally identi�able information, su
h as theunique devi
e identi�er of mobile devi
es, unique to the
ontext of mOSNs that are being leaked to third-parties?4.3 MethodologyWe 
reated a

ounts on all mOSNs that we studiedand observed the private information requested by ea
hmOSN as well as the default and range of availabilityof this information to other users within the mOSN. Wealso noted whi
h mOSNs allow inter
onne
tions to beestablished with other OSNs.We examined ea
h mOSN from all available inter-fa
es: via a traditional browser of the full Web site,via a mobile browser of the mobile site, and via tai-lored mobile appli
ations on mobile devi
es. We usedan iPhone devi
e for studying the appli
ation behaviorof ea
h mOSN be
ause it provides almost 
omplete 
ov-erage of our mOSN study set.Multiple sessions for ea
h interfa
e of ea
h mOSNwere used to gather data about possible leakage of pri-vate information. The Fiddler [5℄ Web proxywas used to
apture all HTTP request and response headers sent fromand re
eived by a Web browser, a mobile Web browser,or an appli
ation. We observed that iPhone appli
ationsgenerally use HTTP for 
ommuni
ation with a mOSNserver thus making it easy for the Web proxy to also 
ap-ture appli
ation traf�
. We did observe (via a sniffer)two appli
ations 
ausing some network traf�
 not pass-ing through the proxy, but were not able to dete
t anyleakage in these 
ases.The a
tions performed within ea
h session are appro-priate for the given interfa
e of the mOSN under study;they in
lude: viewing and editing the user's own pro�le;
ommenting on other pro�les; looking for friends andestablishing new ones; 
he
king in to establish lo
ationat a parti
ular time, possibly with a 
omment; reviewingrestaurants and attra
tions; and uploading pi
tures andtagging them. These a
tions 
over the majority of fea-tures provided by the mOSNs in our study set.5 ResultsWe used the above methodology to examine all the re-sear
h issues posed for all mOSNs, and present results.Unless noted, all data were gathered in January 2010.5



5.1 Availability of User InformationWithin mOSNsSimilar to [7℄, we �rst examined the availability of pie
esof personally identi�able information (PII) in ea
h of themOSNs. The pie
es of PII for a mOSN user in
lude:name (�rst and last), lo
ation (
ity), zip 
ode, streetaddress, email address, telephone numbers, and photos(both personal and as a set). We also in
lude pie
es ofinformation about an individual that are linkable to oneof the above: gender, birthday, age or birth year, s
hools,employer, friends and a
tivities/interests. We only noteavailability if users are spe
i�
ally asked for it as part oftheir mOSN pro�le.Results for the 7 mOSNs studied earlier in [7℄ arelargely the same as found at that time ex
ept for notable
hanges by Fa
ebook [1℄ where name, personal photo,home lo
ation, gender and friends are now always avail-able to all other Fa
ebook users if provided by a user.Otherwise priva
y settings of these 7 are similar as beforeand we fo
us on the 13 mOSNs not previously studied to
ontrast the level of availability in these newer mOSNs.Table 1 shows the results of our analysis with the 
ountof mOSNs (out of 13) exhibiting the given degree ofavailability for ea
h pie
e of PII (row). The �rst 
ol-umn indi
ates the number of mOSNs where the pie
e ofPII is available to all users of the mOSN and the user
annot restri
t a

ess to it. This pie
e may also be avail-able to non-users of the OSN�thus a primary sour
eof 
on
ern. The se
ond 
olumn shows the number ofmOSNs where the pie
e of PII is available to all users inthe mOSN via the default priva
y settings, but the user
an restri
t a

ess via these settings. The third 
olumnshows the 
ount of mOSNs where there is a pie
e ofPII that users 
an �ll out in their pro�le, but by defaultthe value is not shown to everyone. The fourth 
olumnshows the 
ount of OSNs where a pie
e of PII is suppliedto the mOSN, but not shown in a user's pro�le. Rows forwhi
h the 
ounts do not sum to 13 indi
ate pie
es of PIIthat are not supplied to all mOSNs.The rows in Table 1 are shown in the same order asin [7℄�sorted in de
reasing order of availability. Thevalues in the �rst two 
olumns raise more priva
y 
on-
erns (hen
e the double verti
al line) be
ause these showpie
es of PII that are always available or available by de-fault. The results in Table 1 show a de
rease in avail-ability and thus leakage to other mOSN users similarto [7℄. However, we see a smaller 
ore of PII pie
es thatare always available or available by default�only a per-sonal photo, name, friends and a des
ription of a
tivitiesare available in the majority of these mOSNs. In 
on-trast, results in [7℄ show home lo
ation, gender, photoset, age/birth year, s
hools and employer as also avail-able in at least 50% of the OSNs studied. We note that

Table 1: PII Availability Counts in 13 mOSNsLevel of AvailabilityAlways Available Unavailable AlwaysPie
e of PII Available by default by default UnavailablePersonal Photo 10 3 0 0Home Lo
ation 3 4 1 1Gender 2 3 1 3Name 5 5 1 2Friends 6 6 0 1A
tivities 3 7 1 0Photo Set 0 3 0 0Age/Birth Year 1 3 0 2S
hools 0 1 0 0Employer 0 0 0 0Birthday 0 2 0 4Zip Code 0 0 0 1Email Address 0 0 1 12Phone Number 0 0 2 5Street Address 0 0 0 0these 13 mOSNs 
urrently request and make availableless information about ea
h user in 
omparison to OSNspreviously studied in [7℄.Apart from the availability of different pie
es of PII inea
h of the mOSNs we studied, we observe that settingsto 
ontrol the availability of information are not uni-formly available a
ross all interfa
es provided by ea
hmOSN. Spe
i�
ally, ea
h mOSN allows the sharing ofinformation to be 
ontrolled by a user via the full Website interfa
e of the mOSN, but only a minority of thesemOSNs provide any priva
y 
ontrols via the mobile andmobile appli
ation interfa
es. Thus users a

essing amOSN via a mobile devi
e often do not have readymeans to 
hange settings on viewing their information.5.2 Lo
ation and Presen
eIn 
ontrast to traditional pie
es of PII, a new 
lass of in-formation that be
omes available in mOSNs deals witha user's 
urrent lo
ation. A user may �
he
k in� to amOSN at a parti
ular lo
ation via a mobile devi
e, andthe lo
ation is shared with the user's friends or all usersof the mOSN. In some mOSNs a user's lo
ation may notbe expli
itly shown, but may be used to identify nearbypla
es, su
h as pla
es to eat, for whi
h the user may postpubli
 
omments for other mOSN users to see. Thesepostings may not identify a user's 
urrent lo
ation, but
an leave a trail of pla
es that a user has visited alongwith temporal information. Many traditional OSNs alsoallow users to post timestamped 
omments, whi
h donot ne
essarily in
lude lo
ation, but do establish a user'spresen
e on the OSN over a period of time. We stud-ied the availability of information for these two a
tions6



a
ross all twenty mOSNs, although we distinguish theresults for our set of seven previously-studied traditionalOSNs and the thirteen newly-studied spe
ial-purpose so-
ial networks and the mobile OSNs.Of the seven traditional OSNs, we �nd that �ve pro-vide a means to post publi
 
omments and in all of theseOSNs, the 
omments are available by default to all users.For example, postings to a Fa
ebook user's wall or tweetsto a Twitter user's publi
 timeline are available by defaultto all users of these respe
tive OSNs�thus establishinga presen
e on the OSN that may be seen by other users.However only one of these seven allow for a user to es-tablish a 
urrent lo
ation�a Twitter user 
an optionallylink a 
urrent lo
ation with a tweet.In 
ontrast to these seven OSNs, many of the other 13treat a user's lo
ation as �rst-
lass obje
t that is expli
itlyestablished and made available for other mOSN users tosee. Spe
i�
ally, three of the mOSNs always make auser's 
he
ked-in lo
ation available to all other mOSNusers and three more make it available by default. Twoof the mOSNs make lo
ation only available by defaultto a user's mOSN friends. The rest of the mOSNs maymake use of a user's 
urrent lo
ation, but do not make itavailable to other users within the mOSN.The sharing of 
omments and reviews, whi
h estab-lish presen
e and may be 
ombined with a lo
ation, isprovided for in these mOSNs with 4 of them making the
omments always available to all users of the mOSN, 7making them available by default to all mOSN users, onemaking these 
omments available to only mOSN friendsby default, and one not using publi
 
omments.5.3 Inter
onne
tedness of mOSNsA unique aspe
t of the mOSN spa
e relative to tradi-tional OSNs is that rather than exist as independent enti-ties, many of the mOSNs make use of a �
onne
t� APIof existing OSNs to extend the rea
h of a user on ea
hmOSN. Three OSNs�Fa
ebook, Fli
kr and Twitter�provide su
h an API interfa
e that is provided as an op-tion to users in other mOSNs. Users of mOSNs 
an 
on-ne
t their mOSN a

ount with an a

ount on one of theseOSNs so that posts, 
omments and photos on the mOSNbe
ome visible on the 
onne
ted OSN. If we look atthe 12 OSNs (other than Fli
kr and the seven traditionalOSNs), eight allow users to 
onne
t posts and 
ommentsto Fa
ebook, two allow for 
onne
tions with Fli
kr, andten with Twitter.These 
onne
tions with other OSNs have priva
y im-pli
ations when the information about a user on onemOSN be
omes visible on another OSN. As a spe
i�
example, a post in
luding a user's 
urrent lo
ation on amOSN that the user has 
onne
ted to a Fa
ebook a

ountbe
omes visible on that user's Fa
ebook Wall. As noted

above, a user's wall is visible to all Fa
ebook users bydefault; so even if a user's 
urrent lo
ation is not visibleon the mOSN itself, it may be visible to the millions ofusers on Fa
ebook. Similarly, Twitter tweets are by de-fault visible to all Twitter users, so lo
ations revealed viamOSN 
onne
tions have wide default visibility.5.4 Leakage to Third-PartiesAnother type of leakage that we examined for traditionalOSNs in [7℄ is the leakage of private information to third-party servers. This type of leakage 
an be used to link thebrowsing behavior of users with a
tual identity and is in-dependent of any priva
y 
ontrols provided by a mOSN.As in [7℄, we observe two types of priva
y leakage tothird parties: 1) leakage of the unique identi�er or useridassigned to ea
h mOSN user; and 2) leakage of spe
i�
pie
es of PII. Mobile devi
es also expose a new type ofpotential PII leakage with mOSNs�the pre
ise lo
ationof a user at a given time to a third-party. Unfortunatelyfrom a priva
y standpoint, we �nd examples of all ofthese types of leakages in our results. Below, we pro-vide representative examples of PII leakage a
ross ea
hof the interfa
es of the mOSNs and 
on
lude this por-tion of our results with a summary of the third-party PIIleakage that we observe.Figure 3 shows three differentmOSN interfa
es wherethe mOSN identi�er is leaked to a third-party server aspart of a HTTP request via either the Request-URI or theReferer header. In ea
h of these 
ases, this unique id
an be used to determine the identity of the user makingthe request. This is the same type of leakage we foundin [7℄ for traditional OSNs and these examples show it
ontinues a
ross the various interfa
es of newer mOSNs.GET /e0?rt=1&amp;...Host: p.admob.
omReferer: http://buzzd.
om/m/buzz/.../id/OSN-IDCookie: uuid=ef07qb76f47b19173389f27a9ae1d391(a) Via Referer Field of Buzzd Mobile Web SiteGET /pagead/.../profile restaurants/OSN-ID...Host: googleads.g.double
li
k.netReferer: http://www.urbanspoon.
om/m/u/add/4Cookie: id=2015bdfb9e
jj...j
s=7aepmsks(b) Via Request-URI of Urbanspoon App Interfa
eGET /openx/www/delivery/lg.php?...referer=http://brightkite.
om/people/OSN-IDHost: ad.limbo.
omReferer: http://ad.brightkite.
om/openx/www/...Cookie: OAID=d067746af7039a426
e64147a3201041(
) Via Request-URI of Brightkite Full Web SiteFigure 3: Leakage of mOSN Identi�er to a Third-Party
7



Figure 4 illustrates dire
t leakage of a user's gender toa admob.
om server via the Radar appli
ation. Addi-tionally, we see the in
lusion of a server-spe
i�
 header,whi
h is dis
ussed in Se
tion 5.5.GET /ad sour
e.php?d[gender℄=m...Host: r.admob.
omX-Admob-Isu: IPHONE-UDIDCookie: uuid=ef07qb76f47b19173389f27a9ae1d391Figure 4: Dire
t PII Leakage to a Third-Party ViaRequest-URI of Radar AppA spe
i�
 pie
e of information that we looked forbeing sent to a third-party by mOSNs is a user's 
ur-rent lo
ation. An example of su
h leakage is shown inFigure 5 where the Buzzd app 
auses the user's lo
a-tion to be leaked as part of the HTTP POST body topin
hmedia.
omwithout any indi
ation to the user.POST http://bea
on.pin
hmedia.
om/Host: bea
on.pin
hmedia.
omUser-Agent: buzzd/2.2.0 CFNetwork/459Darwin/10.0.0d3bea
ons="did":"IPHONE-UDID",.."lat":"20.00","lon":"-70.00"Figure 5: Lo
ation Leakage to a Third-Party Via POSTfrom Buzzd AppGiven these spe
i�
 examples, Table 2 summarizes a
ount (out of the 20 mOSNs) for leakage of PII to third-party servers via the variety of interfa
es provided byea
h mOSN. These 
ounts are for data re-gathered inMay 2010 and largely similar to the original data gath-ered in January 2010. The last row in the table showso

urren
es of lo
ation leakage su
h as the one in Fig-ure 5.Table 2: Counts of Third-Party Priva
y Leakage viamOSN Interfa
esWhat is Leakage Interfa
eLeaked? Mobile App FullOSN Identi�er 6 2 18Pie
e of PII 1 2 5Lo
ation 0 2 0There are notable observations from Table 2. First,leakage of the OSN identi�er via the full Web site inter-fa
e is widespread and 
on�rms results reported in [7℄.Se
ond, generally less observed leakage is found via themobile Web site and appli
ation interfa
es. Finally, 19of the 20 mOSNs exhibit some type of leakage to a third-party with only Loopt having no observed leakage.

In Figure 5 and Table 2 we show an example ando

urren
e 
ount for lo
ation leakage to a third-party.Another s
enario also o

urs where a user's lo
ation ispassed to a third-party. This s
enario is shown in Fig-ure 6 where the Foursquare appli
ation passes the user'slatitude and longitude to the Google map servi
e to showthe user's 
urrent lo
ation. While seeing the map maybe 
onsistent with user expe
tations, the user may not beaware that the lo
ation has been shared with more thanjust Foursquare. In our data, we observe that the lo
ationis shared with a map servi
e by the appli
ation interfa
eof eight mOSNs, the mobileWeb site of fourmOSNs andthe full Web site of one mOSN.GET /maps/vp...vp=20.00,-70.00Host: maps.google.
omReferer: http://foursquare.
om/venue/xxxxxxFigure 6: Current Lo
ation Passed to a Third-Party MapServi
e Via Request-URI of Foursquare AppWe 
an also examine the nature of ea
h type of leak-age. While we do not know if the leakage is a

identalor deliberate, we 
an distinguish whether the informa-tion is expli
itly leaked to a third-party by a mOSN viathe Request-URI or POST request (examples in Figures3(b), 3(
), 4, 5 and 6) or impli
itly leaked via the Refereror Cookie HTTP headers as a byprodu
t of the HTTPrequest (as in Figure 3(a)). We observe expli
it leak-age of the OSN identi�er for 9 of the 26 instan
es in the�rst row of Table 2. All instan
es of leakage for spe
i�
pie
es of PII and lo
ation are expli
it.Another notable observation 
an be made by 
ombin-ing these results with those presented in Se
tion 5.3. Dueto the 
onne
ted nature of this new breed of mOSNs withtraditional OSNs su
h as Fa
ebook and Twitter, it is notjust that information su
h as 
urrent lo
ation is sharedwith these OSNs, but the third-parties that know a user'sOSN identi�er also have potential a

ess.5.5 Leakage of New PII to Third-PartiesThe �nal ve
tor of priva
y leakage that we examinedwasthe leakage of additional pie
es of PII to third-parties.One su
h pie
e is the unique devi
e identi�er, UDID, onthe iPhone platform,whi
h 
ould be used by third-partiesto tra
k the a
tions of a user using a devi
e a
ross differ-ent appli
ations. Not only does the request in Figure 4show dire
t PII leakage, but it allows the admob.
omdomain (a
quisition by Google announ
ed in November2009) to asso
iate user information with the devi
e iden-ti�er and 
ookie. Similarly, the UDID is leaked alongwith lo
ation to a pin
hmedia.
om server in Fig-ure 5.8



Figure 7 shows a request where the Wattpad appli
a-tion 
auses the UDID to be passed to the mob
lix.
om domain. In our tra
e, we observe a subsequentrequest, 
aused by this mob
lix.
om server, to adouble
li
k.net server, whi
h is then in a positionto link the UDID to an OSN identi�er, su
h as the Ur-banspoon identi�er shown in Figure 3(b).GET /?i=xxxxxxxx-xxxx-...&u=IPHONE-UDID&Host: ads.mob
lix.
omUser-Agent: Wattpad/1.6.1 CFNetwork/459Darwin/10.0.0d3Figure 7: UDID Leakage to a Third-Party Via Request-URI of Wattpad AppOverall, we observed leakage of the UDID to a third-party from an appli
ation for six of our mOSNs�in all
ases the leakage was expli
it. ThesemOSNS are Buzzd,Brightkite, Dopplr, Fli
kr, Loopt and Wattpad. The in-
lusion of Loopt is also notable as we now observe sometype of private information leakage from all 20 of themOSNs in our study.6 Summary and Future WorkIn examining priva
y leakage in mobile OSNs we havelearned that many of the problems in traditional OSNs
ontinue and new ones have been introdu
ed along withthe new features. Chief among them is the 
on
ern ofinformation leakage from mOSNs to users in traditionalOSNs. We examined a broad 
ross se
tion of popularmobile OSNs and all of them leaked some formof privateinformation. The popularity of lo
ation-based, dynami
intera
tion�a key distin
tion of mOSNs�is also a po-tential sour
e of priva
y leakage. The 
ombination of lo-
ation information, unique identi�ers of devi
es, and tra-ditional leakage of other PII all 
onspire against prote
-tion of a user's priva
y. Fa
ebook has proposed rollingout a lo
ation feature but the way in whi
h it will workwith desktop and mobile versions is not yet 
lear.The problem of priva
y prote
tion for a user is alsomulti-dimensional as the user must be aware of whi
husers within the mOSN may see private informationthe duration of a priva
y setting, whether informationis shared to 
onne
ted OSNs, whi
h users within thoseOSNs may see the information, and whether informationis made available to third-parties.Aggregators who are tra
king users 
an now paint atruly 
omprehensive and dynami
 pi
ture of a mOSNuser. This pi
ture argues for a 
omprehensive way to
apture the entire gamut of priva
y 
ontrols into a singleuni�ed framework that is also simple enough for users tounderstand�an inherently dif�
ult proposition.

Moving forward, it is important to 
ontinue to moni-tor potential priva
y issues as mOSNs evolve with newfeatures. We are planning to extend our study to otherdevi
e appli
ation platforms and to examine priva
y im-pli
ations of mobility for more than just mOSNs. We arealso exploring possible prote
tion measures that en
om-pass the new 
hallenges identi�ed here; one avenue isdisplaying the set of Internet entities that have a

ess toa OSN user's information at any given time and possibleways of suppressing future leakage of that information.A
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