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Abstract

Nearly threedecadesof Internetmeasurementhasresultedin large-scaleglobal infrastructuresusedby an increasingnumber
of researchers.They have examinedvariousInternetpropertiesin areassuchas network infrastructure(routers,links), tra

�
c

(measurementat packet, flow, andsessionlevel) andapplications(DNS, Web, P2P, online socialnetworks etc.) andpresented
resultsin diversevenues.Key relatedtopicslike securityandprivacy have alsobeenexplored.Thereis however a lack of clearly
articulatedstandardsthat reducetheprobabilityof commonmistakesmadein studiesinvolving measurements,their analysisand
modeling. A community-widee� ort is likely to fosterfidelity in datasetsobtainedfrom measurementsandreusedin subsequent
studies.We presenta Socraticapproachasstepstowardsa solutionto this problemby enumeratinga sequenceof questionsthat
canbeansweredrelatively quickly by bothmeasurersandreusersof datasets.To illustratetheapplicabilityandappropriatenessof
thequestionswe answerthemfor anumberof pastandcurrentmeasurementstudies.
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1. Introduction

Although the Internethasbeenstudiedfor decadeswith in-
creasingdiversityin thesetof measurementscollectedanden-
titiesstudied[20], therehasbeenanotablelackof preciselyar-
ticulatedstandardsfor suchmeasurement-drivenstudies.Inher-
ently theproblemspaceis very large: theInternetis vast,con-
stantlychanging,reachesa significantfraction of the world’s
population,andis a key componentin variousaspectsof daily
life. At thesametime, Internetresearchershave diverseobjec-
tivesrangingfrom performinghighly specializedcasestudies
to developinga theoreticallysoundfoundationfor thestudyof
Internet-like systems.Thus,agreementon a singlestandardis
unlikely to emerge quickly. We have a more modestgoal in
mind: raisethestandardsfor validationof measurement-based
networking research.

This paperexpandson a HotMetrics’08positionpaper[33]
that arguedfor a practicalapproachto raisingthe bar for val-
idating measurement-basednetworking researchand to arriv-
ing at a prudentsenseof just whatthedesiredstandardsshould
be andmay be able to achieve. Elaboratingon the ideasdis-
cussedin [33], this paperoutlinessuchan approachandillus-
tratesit with a numberof di � erentexamples.We fully realize
that a commonly-acceptedsetof standardscanonly be estab-
lishedandimplementedthrougha true communitye� ort, and
the main purposeof this work is to jump-startsuchan e� ort

�
Correspondingauthor
Email addresses:���	�	��
������	�������������	��������� (Balachander

Krishnamurthy),���	�������
������	�������������	��������� (WalterWillinger), �"!��	��!  ��
��	�#�$�������&%����'���(�) (PhillipaGill), ������!��	��
��  �'�*�  ������� (Martin
Arlitt)

by advocatingan approachthat hasthe potentialof triggering
thenecessarydiscoursewithin thecommunity. By servingasa
“strawman”,theproposedapproachis boundto meetobjections
andactively invitesconstructivecriticismsostandardsthatwill
ultimatelyemergewill generallybeviewedasrealisticandspe-
cific ratherthanastoo idealisticor vague.

Trueto its “socratic” nature,our approachstartswith a sim-
plequestion:“Do theavailablemeasurementsandtheiranalysis
andmodelinge� ortssupporttheclaimsthatarebeingmade[in
the paperat hand]?”Surprisingly, suchanobviousquestionis
typically not askedbeforee� ortsareexpended.If theoriginal
measurersthemselvesdo not askthis question,thesubsequent
usersof the paperanddataappearto fareno better. Often the
key detractionis that a detailedrecountingof all the potential
pitfalls in carryingout measurements(datahygiene) is painful
and severely under-appreciated;henceit is under-reportedin
papers(for two text-bookexamplesthat illustratethemeaning
of “good” datahygiene,see[52, 58]). Issuesrelatingto datahy-
gienemayseemmundaneandthusarerarelydocumentedlead-
ing to the databeing taken at facevalue. Ratherthansimply
take researchersto taskwe startby refiningtheabovequestion
andadvocateaSocratic method: askingresearchersto answera
seriesof specificquestionsaboutthecreationor reuseof data,
andif applicable,aboutits statisticalanalysis,andvalidationof
the proposedmodel. The purposeof thesequestionsis to ac-
tively engageresearchersto look at dataclosely, examiningits
hygiene,how it wasanalyzed,andwhat e� orts werespenton
modeling.We focuson thedi � erentrolesplayedby thepartic-
ipants,suchasthosewho producethe dataandthosewho are
the primary consumersof the data. Obviously if the original
datagatheringwasunhygienic,the problemis compoundedif
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the consumerswereeitherunawareof it or did not take it into
consideration.Even with properlygathereddatait is possible
for it to be misusedby theconsumers.It shouldbe notedthat
producerandconsumergroupsmaynotintersectfor aparticular
datasetbut couldeasilyoverlapfor adi + erentone.Ourpropos-
als apply to usersin either role. Our work is aimedat those
who have somebasicnetworking knowledgeandhave carried
out or are interestedin collectingmeasurementsand, or using
availabledata.

We are not the first to examinemany of the issuesabove.
For example,in theareaof mobilead-hocnetwork simulation,
a pleafor researchersto publishtheir dataandmeta-dataalong
with theirresults,models,andstatisticalanalysishasbeenmade
in [37]. The paperalsoshows that a generalreluctanceto do
so hasimpededa moreopenscrutiny of researchin that area
andhashurt thecredibility of simulationasa researchtool for
the studyof mobile ad-hocnetworks. In the field of Internet
measurements,researchershave tried to addressthe problem
of improving the way in which datais gathered,shared,and
used. For example,[53] enumerateda list of strategies,while
[3] suggestedproperwaysfor reusingdata. Similarly, match-
ing statisticalrigor to thequality of theavailabledatahasbeen
examined[61]. Othershaveexaminedmodelingandvalidation
e+ ortsbeyondjust trivial datafitting exercises[42, 62]. Meta-
dataissueshavebeendiscussed[47, 53] andconcernsaboutthe
treatmentof sharedmeasurementshave beenraised[2]. The
brittlenessof metricshave beenexaminedin othercontexts as
well, e.g.,in operatingsystems[46]. We howeverseekto place
all of measurement-basedresearchon a strongscientificsub-
strateby a holistic examinationof measurements,their use,
analysis,modeling,andmodelvalidation.

TheInternetresearchcommunityhasshownanincreasingin-
terestin having moredatasetsbeshared.SIGCOMM andSIG-
METRICShave a long historyof encouragingempirical-based
research,andconferenceslike IMC andPAM requiredatasets
to be sharedfor a paperto be consideredfor the bestpaper
award. As moreandmoredatasetsbecomeavailable,theneed
for improvedstandardsincreases,asdoesthe urgency for ap-
proachesadvocatinghigher standards.To this end, our goal
is to assistthe measurementresearchcommunitycreate,pop-
ulate, andmaintaina repositoryof meta-dataassociatedwith
variousdatasetsusedin papersthat they author. Sucha reposi-
tory would besimilar to citationrepositories.Ideally, theorig-
inal measurerwould participateand includeenoughinforma-
tion in their paperto enableconsumersto easilygleananswers
to their questionsabout the resultingmeasurements.Failing
that, any subsequentuserhasto answerthe questionandsug-
gestchanges, improvementsto the meta-datain the repository.
Participatingin thisprocesswouldhelptheconsumerarticulate
their assumptionsclearlyandhelpfutureanalysis.

The rest of the paperis divided as follows: Section2 lists
our initial setof rulesandquestions.Section3 presentsa de-
tailed evaluationof diverseapplicationsthroughthe prism of
our questions.Section4 presentsthe inferredsetof steps(the
algorithm)sothatany futuremeasurercanfollow theproposed
standard.Weconcludein Section5 with asummaryof ourcon-
tributionsanda look at futurework.

2. Questions

What are the waysby which we candeconstructthe ques-
tion we raisedin Section1: “Do the availablemeasurements
andtheir analysisandmodelinge+ ortssupporttheclaimsthat
arebeingmade[in the paperat hand]?”We startby dividing
this questioninto threebroadsub-questionsthat dealwith the
issuesof datahygiene,dataanalysis,andmodelinge+ orts. Al-
thoughwe discusstheseissuesseparately, it is understoodthat
they areinter-relatedin thesensethatdataanalysisandmodel-
ing areoftenusefultoolsfor examiningthehygieneof a given
dataset.A schematicpictureof ourproposedSocraticapproach
is shown in Figure 1, and the di + erentpartsarediscussedin
moredetailbelow.

2.1. Data hygiene

In deploying a measurementinfrastructurefor collecting
data,the collectormust list all known deficienciesassociated
with themeasurementprocessandthemeasurementscollected.
Datahygieneis indicatedby how carefully the quality of the
measurementsarechecked andlies at the heartof any poten-
tial improvementto the situationat hand. The primary way
by which hygienecanbeensuredis thepropermaintenanceof
meta-dataassociatedwith the measurements[53]. The meta-
datashouldencompassall relevant informationaboutthe data
andbe examinedat any subsequentdateto assessthe fidelity
andapplicabilityof thedata.Typical componentsof meta-data
in this context include: what measurementtechniqueswere
used,conditionsof the network at the time of datagathering,
and informationaboutthe locationof the datagathering. For
example,if the tra- c mix at the locationis heavily biasedto-
wardsWeb and P2Pwith only a tiny fraction of tra- c from
OnlineSocialNetworks(OSNs),thenit is probablynot a good
candidatefor reusein examining the distribution of di + erent
OSNs.

While it is easyto stressthatall relevant informationabout
the datagatheringprocessshouldbe recordedandstored,it is
unlikely to be completewithout a semi-structuredschemade-
scribingall the recordsandfieldsof interest.Thehardestpart
of measurement-basedmeta-dataandonealmostalwaysover-
looked is the needfor the creatorsof the meta-datato include
warningsandknown limitationsaboutthereuseof thedata.For
example,informationaboutany known biases,concernsabout
degreeof accuracy, or thedurationof applicabilityanduseful-
nessof thedatashouldbeanessentialcomponentin themeta-
datadescription.In its presenceconsumerscanquickly check
themeta-dataanddecideif thedatacanbesafelyreused.In its
absencethereis a stronglikelihoodof consumersgoingastray.
Without suchmeta-data,the consumeris likely to blindly as-
sumethat the datais of good quality. What exacerbatesthe
problemis that producersandconsumerstend to have di + er-
entexpertiseor objectives,with theformerproducingmeasure-
mentdatatypically for aparticularpurpose,andthelatterusing
themoftenwith a very di + erentgoal in mind. Providing meta-
datawith clearsemanticsusing languagesthat areexpressive
but alsoappealto producersandconsumersalikewouldbeone
way to alleviatethis issue.
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C-Rules

1. Use diligence when looking for meta-data 
     information.
2. Use domain knowledge to add to meta-data.
3. Use meta-data to determine stretchability.

1. Explain your measurement technique(s).
2. Explain your measurement setup.
3. Provide meta-data that captures your existing 
    knowledge about the data measurements.

P-Rules S-Rules
1. Explain suitability of analysis technique(s).
2. Discuss sensitivity/robustness of analysis 
    technique(s).
3. Check results for consistency with existing 
    knowledge of the field.

M-Rules

1. Explain your model selection criteria.
2. Detail your model validation effort.
3. Provide details of the predictive power of
    the chosen model(s).

data sets and 
meta-data

data analysis

data 
analysis

modeling efforts

model
validation

Figure1: TheSocraticapproachin anutshell.

Applying properdomainknowledgecanhelpto fill in miss-
ing meta-datainformation. However, consumerscannotevade
theresponsibilitiesof propersecondaryusage.If they intendto
usethe datafor a di . erentpurposethena detailedaccountof
the assumptionsmadeis essential.Internetmeasurementdoes
not in generalhaveanotionof canonicalor benchmarkdatasets
that is presentin certainother scientificdisciplines. Partly it
is a resultof a lack of longevity dueto rapidchurnin network
conditionsas well as applicationand tra/ c mix. The ques-
tions relatedto datahygienefocuson the needfor a dataset’s
meta-datadescriptionso that meta-dataavailability becomes
the norm ratherthanthe exception. Using domainknowledge
to checkor enhancethedescriptionbecomestheresponsibility
of any userof suchdata.Notethatthequestionsarerefinedby
listing descriptivekey words0 phrasessuchasP- (producer)and
C- (consumer)rules.

P-rules for dataproducers:Are the produceddata of suf-
ficient quality for the purposefor which they are usedin the
presentstudy?

1. Explainyourmeasurementtechnique(s).
2. Explainyourmeasurementsetup.
3. Provide meta-datathat capturesyour existing knowledge

aboutthemeasurements.

The P-rulesareessentiallyto ensurethat producersof data
clearly explain their knowledgeabout their measurementsso
theconsumerscanmakeaninformeddecisionbeforeusingthe
dataset.So,for example,if thedataproduceruseda particular
measurementtechnique(say1323465�732383931#7 ) they canindicateits
inability to look into Layer-2 clouds. An exampleof a qual-
ity metric is associatingdetailedinformationin a packet trace
datasetwith the countof lost packets,variousstatisticsabout
theburst-lengthof losses,andreasonsfor any suchlosses.One
suchpaperthatwerecommendis [39]; by “measuringthemea-
surer” the authorswere able to provide minute detailsabout

packet lossesfor their datacollectione. ort that resultedin the
well-known Bellcoretraces.By sharinginformationaboutthe
measurementsetup,consumersmay be able to gleanenough
informationto decidewhetherit wouldbeanappropriatereuse
of the data for their application. If the measurementsetup
supportedonly unidirectionaltra/ c gathering,involved mid-
dleboxes with caches,or local configurationthat selectively
blocked certainprotocolsor ports, then the tra/ c datacould
bea. ected.Theextentof any deficienciesin themeasurements
andattemptstaken to circumvent themmustbe explicit in the
meta-data.Otherwiseblind reuseof the datacould result in
falseinferences.

There are several known problemsin providing datasets.
Some measurementsare gatheredin a closed environment
where it is impossibleto releasedata due to laws requiring
privacy protection. Somedatacanonly be madeavailable in
anonymizedform. In theformercaseresearchersarestill obli-
gatedto provideadetailedanswerto thequestionsposedby the
P-rulesandcarefullydocumenttheschemaof thedata. In the
latter case,severale. orts have beenmadeto suggestwaysby
which theanonymizeddatacanstill beusefulfor futurestudies
(seeChapter8 of [20] for adetaileddiscussion).

C-rulesfor consumersof data:Are theavailabledataof suf-
ficient quality for the purposefor which they are usedin the
presentstudy?

1. Usediligencewhenlooking for meta-datainformation.
2. Usedomainknowledgeto addto meta-data.
3. Usemeta-datato determinestretchability.

TheC-rulesarebestusedatthestartof theprojectthatreuses
data.Thereusermustcloselyexaminemeta-datawhenthey are
availableandif not reverseengineerthemto theextentfeasible
andappropriate.The responsibilityof properuseof existing
datasetssolely restson the consumer. Examinationof meta-
datamay reveal the expectedlifetime of the data,the location
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and prevalenceof specificprotocolsin the tra: c mix, and if
it wasassociatedtoo closelywith theparticulardomainwhere
it wasoriginally createdandused(e.g.,WWW). Stretchability
indicateshow faranoriginaldatasetcanbe“stretched”andstill
be reusedin a context for which the datasetmay never have
beenintendedto beused.Stretchabilityis a meta-propertythat
signifieshow applicableaqualitativepropertythathasbeende-
rived from the original datasetis to the di ; erentusageof that
dataset.

2.2. Data analysis

Often dataanalysistakesplacein an atmospherewherethe
datamay be unclean;yet extractingsomeuseful information
from it necessitatesa dataanalyticapproachthat mesheswell
with thequality of themeasurements.Thereis no point in us-
ing preciseandhighly sensitive statisticaltechniqueswhenthe
datasetsareknown to have majordeficiencies.What is needed
insteadare statisticaltools that can tolerateknown imperfec-
tionsof thedata.Theresultingobservedrobustnessproperties
of thedataenhancesthemeta-datadescriptionandarepotential
candidatesfor measurementinvariantsproviding critical infor-
mationfor consumers.

The key takeaways from measurementstudies are often
broad“rules of thumb” of theform of anobservedPareto-type
principleor 80< 20-typerule(i.e.,80%of thee; ectscomesfrom
20% of the causes). If this is all that can be inferred from
high-variability dataof questionablequality then attemptsat
fitting a specificparameterizedmodel (e.g.,a power-law type
or someotherclosed-formdistribution) would be detrimental.
The questionrelatedto analysishighlightskey di ; erencesbe-
tweenanalyzinghigh- andlow-quality datasetsandwarnsthat
ignoringthedistinctionis badstatisticsandbadscience:Is the
level of statistical rigor usedin the analysisof the data com-
mensuratewith thequalityof theavailablemeasurements?

TheS-rulesor thestatisticalrulesare:

1. Explainsuitabilityof analysistechnique(s).
2. Discusssensitivity< robustnessof analysistechnique(s).
3. Checkresultsfor consistency with existing knowledgeof

thefield.

A particularstatisticof thedataor statisticaltool shouldnot
be so generic that it provides no information. An example
of an unsuitabletechniqueshowing violation of sucha non-
informative methodologyare “size-frequency” plots: log-log
plots where the x-axis shows the value of somevariable of
thedata(e.g.,size,degree)andthey-axisdepictsthefrequen-
cieswith which thedi ; erentvaluesoccur. Thevalueson both
axesareplottedon logarithmicscales.As illustratedin [42],
theseso-called“size-frequency plots” have a tendency to ex-
hibit a straight-linebehavior—a hallmarkof apparentpower-
law relationships—evenif themeasurementsaresamplesof an
underlyinglow-variability distribution (e.g., exponential)and
are thereforequite inconsistentwith power-law behavior. To
avoid makingspeciousclaimsbasedon observedstraight-line
behavior in size-frequency plots,onejust hasto plot the same
datacumulatively; i.e., considerplots wherethe x-axis shows

therankedvalues(e.g.,smallestvaluefirst, largestvaluelast)of
thevariablein questionandthey-axisgivesagainthefrequen-
cieswith which the di ; erentvaluesoccur. Simply examining
theresulting“rank-frequency” plots (on double-logarithmicas
well as on semi-logarithmicscales)is a significant improve-
ment. Beforeapplyinga particulartechniqueit is importantto
know theextentto which thestatisticscanvaryasafunctionof
thedegreeof imperfectionspresentin thedata.Theboundsof
biasesin theresultscanoftenbeexploredby manipulationsof
themeasurementsandin-depthknowledgeof therootcausesof
theerrors< imperfectionsin thedata.Sensitivity andbiasknowl-
edgewill improvethemeta-dataof thedataset.Thepapermust
provide su: cientevidencethat the resultsbasedon the statis-
ticsarenotartifactsof themeasurementsto meetthelastof our
S-rules.

2.3. Modelinge= orts
Typical network-related modeling work acceptsa given

datasetblindly, ofteninferssomefirst-orderdistributionalprop-
ertiesof thedataanddeterminesthe“best-fitting” model(e.g.,
distribution, temporalprocess,graph)alongwith parameteres-
timates.A visualassessmentof thequality of thefit or anap-
parentlymoreobjectiveevaluationinvolving somecommonly-
usedgoodness-of-fitcriterion is thendone. The distributional
propertiesof the data inferred is seenas reproducedin the
modelandthusthemodelisclaimedto bevalid. However, if the
dataoftencannotbetakenat facevalue,anaccuratedescription
(i.e.,model)of thedataathandis no longerof interest.

We have to movepastthesimpleandguaranteedexercisein
datafitting. For the samesetof distributionalpropertiesthere
aremany diversemodelsthatfit thedataequallywell. Models
areoftenconsideredvalid if they reproducethesamestatistics
of thedatathatplayeda key role in selectingthemodelin the
first place!Both modelselectionandmodelvalidationthrough
thesamedatasetposesseriousstatisticalproblems.

Our radicalsuggestionis to make matchingparticularstatis-
ticsof thedataanon-issueandeliminatethearbitrarinessasso-
ciatedwith determiningwhichstatisticsof thedatato focuson.
Next, we seekto carefullyexaminethemodelin termsof what
new typesof measurementsit identifiesthatareeitheralready
available (but have not beenusedin the presentcontext) or
couldbecollectedandusedto checkthevalidity of themodel.
New implies entirely new typesof data,with di ; erentseman-
tic content,thathavenot playedany role in theentiremodeling
processup to this point. The resultingmeasurementsareonly
usedfor thepurposeof modelvalidation.1 Sucha statistically
cleanseparationbetweenthedatausedfor modelselectionand
the datausedfor modelvalidation is alien to mostof today’s
network-relatedmodels.This bringsusto themodelingrelated
questionandthekeywordscoveringthecorrespondingmodel-
ing rules: Doesmodelvalidation reduceto showingthat the
proposedmodelis able to reproducea certain statisticof the
availabledata,and if so,whatcriteria havebeenusedto rule
out alternatemodelsthat fit thegivendataequallywell?

TheM-rulesare:

1This re-iteratesthe“closing-the-loop”argumentin [62].

4



1. Explainyourmodelselectioncriteria.
2. Detail yourmodelvalidatione> ort.
3. Provide details of the predictive power of the chosen

model(s).

TheM-rulestry to ensurethatmodelingapproachesrespect
thedesignednatureof thesystem,theengineeringintuition that
exists about its parts, and are fully consistentwith available
measurements(e.g.,seethefirst-principlesapproachto model-
ing theInternet’s router-level topologydescribedin [41]). Just
astheanalytictechniquesdiscussedabove, theproducedmod-
els musthave strongrobustnesspropertiesagainstthe known
shortcomingsof the data. Being insensitive to the conditions
underwhich the datawas collected,its size, and duration is
essential.As discussedin [61], this is especiallyimportantin
situationswherethesizeof thedataor durationof thedatacol-
lectione> ort aresomewhatarbitraryandhenceshouldplay no
role in themodelselectionprocess—having accessto moreor
lessdatashouldprimarily impacttheconfidenceintervalsasso-
ciatedwith the estimatesof the modelparameters,but not the
choiceof themodel.

3. Evaluation

We now presentactualpapersasexemplarsof our examina-
tion of standardsof measurement.We try to covera reasonable
spanof areaschoosingdatasetsthatarereasonablywell known
andhave hadsomewhat significantimpact. The areaschosen
typically involvedatasetswearefamiliarwith – wewereeither
consumers(Section3.1), interestedobservers(Section3.2),or
original producers(Section3.3) – anda numberof the papers
discussedbelow includeoneor moreof theauthorsof thisstudy
asco-authors.Our goal is to provide thereaderswith concrete
guidelinesof how to carryoutasimilaranalysisin theirareaof
interest.Ourgoalis not to discreditany of thepapersor authors
cited but to usespecificaspectsof their work as illustrations
of the usefulnessandappropriatenessof our list of questions
in searchfor improvedstandardsfor measurement-drivennet-
working research.

We explore two di > erentpathsto evaluateour setof ques-
tions.Thefirst oneis aview from atopicpointof view; in terms
of how measurementsin a particularimportantareahave been
carriedout over the yearsandthe impactof primary datasets.
We chosetwo areas:topologymodelingandwireless. Topol-
ogy modelingis one of the most studiedareaswith multiple
datasetsandapproaches,andonethat hasspawnednumerous
sub-areasof researchin routing andarchitecture.It is impor-
tantto notethatobtainingaccurateInternetconnectivity-related
measurementsis generallyhard except for thoseresearchers
who have accessto large ISPs. Wirelesswas chosendue to
its dramaticincreasein importancejust in thelastfew years.

Thesecondpaththatwe take is to pick apopulardatasetand
do a forwardtraversaltracingall thereuseof thatdataset.The
datasetin questionhasbeenreusedin over a hundredpublica-
tions.Althoughwedon’t examineall of thepapers,weselecta
subsetamongthemasgoodandbadexamplesof how well they
havereusedthedataandmadeproperinferences.

Finally, we usean evolving new area,thatof Online Social
Networks(OSNs),asa di > erentkind of example.As this area
is still in its early stages,our intent is that our proposedrules
canhavea prescriptivevalueasmeasurementsandanalyseson
OSNsarecarriedout. It is thusdiscussedseparatelyin thenext
section.

3.1. Internettopologymodeling
Internet topology modelinghasbeena very active areaof

measurement-basedresearchfor morethana decade,anddur-
ing thattime it hasspawnednumeroussub-areasof researchin
routing andarchitecture.Much of the publishedwork in this
arearelies on a few publicly availabledatasourcesthat have
resultedfrom a small numberof large-scalemeasurementef-
forts, which in turn have deployedeitherof the following two
measurementtechniques:?3@3A6B�C#@3D3E3?3C or BGPtableinforma-
tion. While the datasetstypically dependon the dateandsize
or extent of the measurementstudy, the key featuresof these
measurementtechniqueshave largely remainedthesame.This
makestheminterestingexamplesfor examiningtheir original
useandreusein someof theseminalsubsequentstudies.

Onesuchcasestudyconcernstheuseof ?3@3AFB�C3@3D3E#?3C -based
measurementsfor inferring andmodelingtheInternet’s router-
level topologyandis describedin detail in [33] (seealso[59]).
It demonstrateswhy in view of the P-rules, the original mea-
surementand data collection e> ort by Pansiotand Grad re-
portedin [51] is a commendableearly exampleof a paperin
theareaof measurement-basedInternetresearchthatprovidesa
thoroughandverydetailedmeta-datadescriptionandhasstood
thetestof time. In particular, [51] statesasexplicit purposefor
collectingthis dataseta desire“to get someexperimentaldata
on theshapeof multicasttreesonecanactuallyobtain in [the
real] Internet ...” andsaysnothingaboutits usefor inferring
the Internet’s router-level topology. In this sense,[51] shows
why in termsof the C-, S-, andM-rules,someof the seminal
papersin this area(e.g., [23] and[1]) have becometext-book
examplesof how errorscanaddupandproducecompletelyun-
substantiatedclaims,eventhoughthey maylook quiteplausible
to non-networkingexperts.In fact,by consultingthemeta-data
descriptiongivenin [51], applyingtheC-ruleshighlightssome
basic limitations that prevent a ?3@3A6B�C#@3D3E3?3C -basedmeasure-
ment e> ort from revealing the Internet’s router-level connec-
tivity to any reasonabledegree.In a nutshell,andasdiscussed
in moredetail in [59], whatmakestheavailable ?3@#A6B�C3@3D#E3?3C -
basedmeasurementsin generaluselessfor inferringrouter-level
connectivity are: (i) systematicerrorsdueto an inability to re-
solve IP aliasesandtracethroughopaqueLayer-2 clouds;(ii)
potentialbias causedby oversamplingsomenodeswhile un-
dersamplingothers;and(iii) inherentdi G cultiescausedby the
limited numbersand locationsof vantagepoints from where
?3@3AFB�C3@3D3E#?3C -probescanbelaunched.In view of this, it is very
unfortunatethat startingwith [23], the meta-datadescription
providedin [51] hasbeenlargely ignoredandforgotten;in fact,
themajority of laterpapersin this areatypically only cite [23],
but no longer [51]. Although suchsecondarycitationsare a
well-known problem,asourexampledemonstrates,in themea-
surementarenatheir impact tendsto be magnifiedas critical
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informationavailablein the primarycitation is oftenobscured
to thepointwhereit is no longervisible in thecitedwork.

A secondcasestudy discussedin [33] involves the BGP-
basedmeasurementsandtheir usefor inferring andmodeling
theInternet’s AS-level topology. Theoriginal datasetsaretied
to anorganizationcalledTheNationalLaboratory for Applied
NetworkResearch (NLANR2), an early NSF-fundedeH ort to
characterizethebehavior of high performanceconnectionnet-
works. TheNLANR projectreliedon full BGP routing tables
collectedby the RouteViewsProject at the University of Ore-
gon3 for theclearlyarticulatedoriginal purpose– “to respond
to interestin thepartof operatorsin determininghowtheglobal
routing systemviewed their prefixesandI or AS space.” Here,
the relevantdatasetscomewith essentiallyno meta-datainfor-
mation that would help subsequentusersin decidingwhether
reusingthesedatasetsfor somealternative purposesuchasin-
ferring the Internet’s AS-level topology is justified. As such,
the burdenof proof restssolely with the researcherswho use
the datafor this purpose.Unfortunately, theearlyseminalpa-
persin this area(e.g.,[23] and[1]) have advocatedan “as is”
useof theseBGP-baseddatasets,eventhoughreadilyavailable
domainknowledgesaysotherwise—BGPis not a mechanism
by which networksdistribute their connectivity, but instead,is
a protocol by which ASesdistribute the reachabilityof their
networks via a setof routing pathsthat have beenchosenby
otherASesin accordancewith their policies.As discussed,for
example,in [49, 6], usingtheseBGPdatafor thepurposeof in-
ferring andmodelingthe Internet’s AS-level topologyis com-
pletely unjustifieddue to the high degreeof incompleteness,
inaccuracy, andambiguitythat thedataexhibit andimpactsall
aspectsof acarefulinvestigationof theInternet’sAS-level con-
nectivity structure. Recentstudieshave also shown that this
problemcannotberectifiedby augmentingBGP-basedstudies
of the AS-level Internetwith theavailable J#K3L6M�N3K#O3P3J3N -based
measurements[15, 68].

Theseobservationshow why domainknowledgein theform
of J3K3L6M�N3K3O3P3J#N - or BGP-specific“details” matterswhendeal-
ing with issuesrelatedto datahygiene,statisticalrigor, and
model validation. Both casestudiesare also perfect exam-
ples for illustrating that via a combinationof our C-, S-, and
M-rules, the main sourcesof errorsand their cumulative ef-
fect can be largely eliminated. However, the eH orts to suc-
ceedin this endeavor can be expectedto be significant and
will typically require(i) developinganalternativemodelingap-
proachthat makes good useof the available datasetsdespite
their known shortcomingsandlimitations,(ii) no morearguing
for thevalidity of a proposedmodelsimply becauseit is capa-
bleof matchingaparticularstatisticof thedata,and(iii) putting
forward substantialand convincing validation argumentsand
procedures(e.g., see[21]). For a relatedexample involving
un-sanitizedvs. sanitizedBGPdata,seethediscussionin [17]
and[65].

2http:Q Q www.nlanr.net
3http:Q Q www.routeviews.org

3.2. Measurementsof WirelessNetworks

Therehasbeena dramaticincreasein measurementof wire-
lessnetworks in recentyears. The considerableresourcesre-
quiredto establishandmaintaina measurementinfrastructure
for wirelessnetworks has resultedin many studiesof wire-
lessnetwork characteristicsreusingdatacollectedin previous
studies.Developmentof a CommunityResourcefor Archiving
WirelessDataAt Dartmouth(CRAWDAD) [30] hashelpedad-
dressthis demand.This sectionillustrateshow our questions
andproposedrulescaninform measurement-basedresearchac-
tivities in the wirelessareaandhow the wirelessdomainmay
contributeto abroaderinterpretationof ourquestionsandrules.
To this end,we considerthe collectionandreuseof the most
populardatasetin the CRAWDAD repository: the datacol-
lectedat DartmouthCollege[31].

3.2.1. Productionof a WirelessDataset
Wirelessnetworks posemany challengesto network mea-

surement.Theseincludeinterferencecausedby otherwireless
networks andthe importanceof spatialcharacteristicssuchas
thelocationof users,buildingsandaccesspoints(APs). These
challenges,aswell asambiguitiesandlimitationsof measure-
menttechniques,needto beaddressedby producersof wireless
datasets.Measurementstudiessuchas [25, 29] illustrate the
rigor neededwhenmeasuringwirelessnetworks,andwe focus
hereon [29] to checkthe relevanceof our P-rulesin the con-
text of theproductionof awirelessdatasetthathasbeenreused
numeroustimes.

While [29] doesnotexplicitly demonstratethattheproduced
data is of suR cient quality for the purposesfor which it is
used,the study goesto great lengthsto ensurethe accuracy
of themeasurements.This is doneby developinga wired-side
methodologythatcombinesSNMPand S�T6S�U3O#V measurements.
By periodicallypolling the APs usingSNMP, the authorsare
ableto gatherinformationon theamountof datatransferredby
eachAP aswell asthelist of cardscurrentlyassociatedwith the
AP. SincerelyingonSNMPpolling alonewouldplacelimits on
thegranularityof themobility information,theauthorsalsouse
S�T6S�U3O3V to monitormobility of thewirelessclients.Syslogdata
wasgatheredby configuringtheaccesspointsto send S�T6S�U#O3V
messagesevery time a cardauthenticated,associated,reassoci-
ated,disassociated,or deauthenticated(definitionsin [29]). As
aresult,theauthorswereableto collectmuchmoredetailedin-
formationon theinteractionsbetweenclient cardsandtheAPs
than would have beenpossibleif they had only usedSNMP.
Whenplacingnetwork monitorsrunning J6M�W3X3P#Y3W , theauthors
werenot ableto placethemsoasto capturepacket-level traR c
for theentirewirelessnetwork (dueto theconfigurationof the
network). To avoid bias,theauthorsattemptedto placemoni-
tors in buildingsthatwould berepresentativeof a wide variety
of campususers(e.g.,dorms,library, studentcenter).Wireless-
sidemonitorswould havebeenanalternateway to avoid being
limited by configurationof thewired network.

Choosingacombinationof measurementtechniques(SNMP,
S�T6S�U3O3V , and JFM�W3X3P3Y#W ) supportsby andlarge the authors’ar-
gumentsthat their findings are valid and not simply artifacts
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of theavailablemeasurements,despitesomelimitationsof the
measurementswhich the authorsdescribein detail. Specific
limitationsincludeambiguitieswhicharisewhenusingaMAC
addressto identify a user, andholesin thedatawhich may in-
troducebias into results. Theselimitations are discussedin
the papersthat characterizethis dataset[25, 29] aswell as in
theCRAWDAD repository[31]. Documentingsuchlimitations
of the datacollectioneZ ort canbenefitboth future consumers
of the datasetaswell asfuture producersof wirelessdatasets.
Specifically, the authorsnotice frequentassociationeventsin
the [�\F[�]3^3_ datasets.Thesearecausedby network cardsag-
gressively searchingfor thebestsignal. While makingnoteof
suchbehaviorsmayseemtediousandorthogonalto thecharac-
teristicstheauthorssoughtto measure,this informationcanbe
usedby both consumersof their [�\6[�]3^3_ dataandotherswho
mayuse [�\6[�]3^3_ to collectdatain thefuture. Otherlimitations
not mentionedin [29] includetheabsenceof concurrentRSSI
measurementsthatcouldhavehelpedto understandtheaggres-
sive searchingof APs.Also not documentedarethepowerset-
tings for thedi Z erentAPs,preferablywith power maps.Such
power mapsconstitutecritical meta information for wireless
datasetsthatconsumerscoulduseto selectappropriatedata.

In termsof the statisticalanalysisof the dataproducedin
their measurementstudy, [29] reliespredominantlyon simple
statisticssuchasCDFsandhistogramsandtakescareto mini-
mize the impactof the notedlimitations of the measurements.
Wherethequality of their datais questionabletheauthorstake
carenot to over-analyze.Specifically, the frequentcardasso-
ciationsin the [�\F[�]3^3_ dataaZ ectstheir observationsof user
sessionscausingthemto observe a large numberof shortses-
sions.This limitation is notedin thediscussionandknowledge
of this artifact in their dataenablestheauthorsto draw appro-
priateconclusionsaboutsessionbehavior (suchasstatingthat
sessionstend to be very short). Whenconsideringtrà c per
dayandperhour, errorbarsareusedto illustratethe variation
betweendaily andhourly measurements.In this sense,[29] is
anexamplethatadheresto ourprescribedS-ruleswithoutshed-
ding new light on their interpretationor possiblelimitations.

3.2.2. Reuseof a WirelessDataset
Datacollectionat Dartmouthcontinuedlong after theorigi-

nal studywaspublishedandthemajority of this datahasbeen
madeavailableto otherresearchers.Thedatasetnow includes
more than5 yearsof datacollectedfrom the campusWLAN
at DartmouthCollege. Tracedatathathasbeenmadeavailable
includesSNMP, [�\6[�]#^3_ , and aFb�c3d3e3f#c traces.Theseprovide
informationondatatransferof wirelesscardsandaccesspoints,
interactionsbetweenwirelesscardsandAPs,andpacket head-
ers,respectively.

ThisdatahasbeenmadeavailableontheCRAWDAD repos-
itory which provides methodsfor datahygienerelatedtasks.
Specifically, a meta-dataformat is provided whereauthorsof
datasetscan provide detailedinformation about the environ-
ment, network, methodology, sanitization,and other relevant
featuresthat impact the measurements.For example, infor-
mationaboutnetwork deploymentcanbeespeciallybeneficial
whendeterminingif themeasurementsareappropriatefor reuse

in anothersituation.Recently, amethodfor evaluatingthecom-
pletenessof wirelesstracesafter theinitial tracecollectionhas
beendevelopedin [57]. This work is an exampleof relevant
meta-databeing elicited from measurementsafter they have
beenproduced.

ThedatacollectedatDartmouthCollegehasbeenavaluable
resourcefor researchersin diverseareasof wirelessnetworking.
This datahasbeenappliedto a wide rangeof topicsincluding
congestioncontrolat APs[9], network security[55], anddelay
tolerantnetworking (DTNs) [14, 28, 38]. Suchwidespreadus-
ageunderscoresthe needfor consumersof datato ensurethat
thedatathey useis indeedstretchableto their desiredapplica-
tion andstateany assumptionsmadewhenapplyingdatato a
new domain. Stretchabilityin the wirelessdomainis aZ ected
by severalfactorsincludingwhenandwherethemeasurements
weremade(e.g.,wired-sidevs. wireless-side),thetypeof net-
work technology(e.g., WLAN vs. Bluetooth), and typesof
accessdevices.

For example,one of the most popularmeasurementsfrom
theDartmouthdatasethasbeenthe [�\6[�]3^3_ traces.Thesetraces
have beenusedfor many studieswhereinformationaboutuser
mobility is required.While many studiesusethe [�\6[�]3^3_ data
in the context of user mobility in a WLAN (e.g., [9, 55]),
an interestingapplicationof this datahasbeenin the field of
DTNs [14, 28, 38]. The applicationof the Dartmouthdataset
to DTNs is anexampleof a wirelessdatasetfrom onedomain
beingstretchedfor usein a di Z erentapplicationand,aspartof
our C-rules,begsfor anexplanation.To illustrate,we focuson
oneof theseDTN studiesthat usesthe datafrom Dartmouth
college [14]. In addition to the C-rules, the S- and M-rules
alsoapply to this particularstudywherethe authorsfocuson
characterizingthetimebetweencontactsof thepairsof devices
(inter-contacttime) anduseseveral datasetsin additionto the
Dartmouthdataset.Thesedatasetsincludeda secondWLAN
traceandatraceof Bluetooth-enabledPDAs. Additionally, new
measurementsusingiMotesweremade.

The measurementsfrom the Bluetooth-enabledPDAs are
clearlyapplicableto thestudyof DTNsasthetracesshow when
the PDAs werein rangeof eachother. However, the tracesof
WLAN mobility neededto beconvertedinto mobility patterns
in anadhocnetwork. To make this conversiontheauthorsas-
sumethat clientswithin rangeof the sameaccesspoint could
potentiallyconnectwith eachother. This conversionhasthree
main limitations that the authorsenumerate.The conversion
canbeoptimisticin thecaseof clientsthatareat oppositeends
of a cell who may not be able to connectwith eachother. It
mayalsobepessimisticfor clientsthatarein neighboringcells
who may actuallybe closeenoughto make a connection.Fi-
nally, laptopsare the most commondevice usedin the Dart-
mouthWLAN trace[25]. The type of mobility observedwith
a laptopwhich is not always with its owner andpoweredoZ
at times,maydi Z er from the mobility observedfor PDAs and
iMotes which are generallyalways with their owner. In this
sense,the stretchabilityof the Dartmouthdatasetto the DTN
domainremainssomewhatquestionableandwould requirefur-
therinvestigation.A similar conclusionis reachedwhenexam-
ining thestretchabilityof theDartmouthdatasetto thestudyof
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congestioncontrol at APs [9], but the argumentsaredi g erent
andinvolvethesimplescalingup or down of observedtotalof-
fered load that ignoresthe reactive natureof end-to-endTCP
connectionsthatmakeup thetotal load.

Our proposedS-rules comeinto play when examining the
statisticalanalysisof theinter-contacttimesin DTNs [14]. The
complementarycumulative distribution function (CCDF)used
for characterizingthe tail of the inter-contacttime distribution
acrossthe datasetscanbe ag ectedby the quality of the mea-
surementsat hand. Specifically, the granularityandthe dura-
tion of the measurementsimpact the low and high valuesof
the distribution, respectively. Theauthorsdiscusstheseissues
in relationto their analysis.Theinter-contacttime distribution
is also a statisticwhich may be sensitive to the type of net-
work considered.This makesanalyzingthe inter-contacttime
distribution of theWLAN tracesproblematicif thedesiredap-
plication is, for example,mobileadhocnetworksof iMotesor
PDAs. Leveragingthedi g erenttypesof datasetsallows theau-
thorsto observe thedi g erencesbetweenthesenetworks. They
areableto observethatwhile thevalueof theinter-contacttime
is sensitive to the network type, robustnessis observed in the
tail characteristicsof theinter-contacttimedistribution.

Theauthorsalsopresentamodelfor theinter-contacttime in
DTNs basedon their datasets.They proposethat the distribu-
tion of the inter-contacttimesis heavy tailedanddecaysmore
slowly than the exponentialdistribution proposedin previous
studies.This trendis observedacrossall datasets,with di g er-
ent parametersfor the WLAN and iMote datasets.However,
it is unclearwhethertheobserveddi g erencesin theparameter
estimatesaregenuineor aresultof thelimited qualityof theun-
derlyingmeasurements.Thefactthatthemodelselectedis able
to capturebehavior betweenthevariousdatasetsdespitedi g er-
ent accessdevicesanddatacollectionmethodologiesmakesa
convincing casefor the model selected. Thereare, however,
someweaknessesin themodelingapproachtakenin thisstudy.
For instance,the primary motivation behindthe modelselec-
tion is finding a modelthat is ableto reproducecharacteristics
of theobserveddataratherthanfinding a modelthat is ableto
capturetheunderlyingbehavior thatgeneratesthedistribution.

3.3. ClarkNetdataset

Next, taking a di g erentpath,we explore the useandreuse
of a specifictracecollected15 yearsago. After presentingthe
originsandmotivationfor thetracewe examinea subsetof the
subsequentstudiesthatusedthedataset.

3.3.1. Background
Oneof the first Web server workloadcharacterizationstud-

ies ([4]; presentedin June1996) examinedsix di g erentWeb
server workloadsvarying in intensity and duration. The pri-
mary contribution of the paperwas the identification of ten
characteristicscommonto all of the datasets.A challengefor
the 1996 study was obtainingappropriatedatasets.This ex-
perience,coupledwith requestsfrom other researchers,mo-
tivatedthe authorsto make thesedatasetspublicly available.
They obtainedpermissionto releasefour of the six datasets

usedin their study(Calgary, ClarkNet,NASA, Saskatchewan)
andmadethemavailablein theInternetTrah c Archive [26] in
April 1996. Here,we focuson consumptionof the ClarkNet
dataset,asit hadthemostintenseworkload(measuredby aver-
agerequestrate)of thefour datasets.

3.3.2. A History of Consumption
After anextensive search,we identified139 researchpubli-

cationsthatutilized the ClarkNetdataset.Theseincluded112
papersin workshops,conferencesand journals, threebooks,
eighttheses,six technicalreportsandtenpapersin non-English
venues.Figure2 showsthebreakdownof peer-reviewedpapers
over time. The original authorsusedthe ClarkNetdatasetin
four di g erentpapers(including [4]) between1995and1997.
The first use of this datasetby other authors occurred in
1997,andsurprisingly, hascontinuedthrough2010,whenthe
ClarkNetdatasetwasmorethan15 yearsold.4 Although use
peakedin 2003andhasgenerallybeendecliningsince,thesec-
ond largestuseoccurredin 2007. The 108 paperswritten by
other authorswere publishedin 90 uniquevenues;someau-
thorswrotemultiple paperswith somevenuespublishingmul-
tiple articles.Roughlyaquarterof thesepaperswerepublished
in non-systemsdomains(e.g.,Artificial Intelligence,datamin-
ing, softwareengineering).
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Figure2: Publicationtimelinefor ClarkNetdataset.

3.3.3. ObservationsandImplications
With over 100 papersreusing the ClarkNet dataset,we

pickedasubsetandprovideexamplesof how theauthorscould
have benefitedby answeringour questions.We startby exam-
ining theadherenceto theP-, C-, S- andM-rules.

Gatheringandreviewing morethana decade’s worth of re-
searchpublicationsthatutilized a familiar datasetprovidesad-
ditional insightsfrom theproducer’sperspective.First, thecon-
sumptionof thedataasshown in Figure2 lastedmuchlonger
thanexpected,andonecanonly speculateabouttheunderlying
reasons.Second,the datawasusedin a muchbroaderrange
of venuesanddomains,andby a largenumberof researchers.
Both of thesereasonssupporttheP-rule requirementsfor thor-
oughdocumentationof meta-dataaboutthedataset.As at least
somefraction of the consumerswill be ag ectedby the weak-
nessesof the data,alertingthemto known weaknesseswould

4The use of the datasethas ironically outlastedClarkNet itself as all
ClarkNetproductsandservicesweresoldoj or dismantledby 2003.
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be beneficial. Someof the meta-datamay be forgottenover
time if it is not documented.

With theClarkNetdataset,theP-ruleswerefollowedto ade-
gree.ThishappenedbyproducerscompletingthetemplateWeb
pageat the InternetTrak c Archive for the dataset.However,
the P-rules suggestadditional meta-data,which in hindsight
may have beenuseful to someconsumers.For example,the
measurementtechniqueusedin this casewassimply thegath-
eringof accesslogs from theClarkNetWebserver. A missing
pieceof meta-datais theversionof Webserver usedto collect
thelogs.Thismighthavebeenusefulfor trackingany bugsdis-
coveredin the loggingmechanism,which might have al ected
thecollecteddata.

Perhapsa moresignificantobservation is that themeta-data
mayneedto berevisedover time, asmoreis learnedaboutthe
dataset. For example, the meta-dataon the ClarkNet dataset
only alerts(potential)usersto [4]; in 1997 an extendedver-
sion [5] of this work includedknowledgethat hadbeendeter-
minedby theauthorssuchaslimitationsof thedatasets.Sim-
ply tracking useof the dataset(e.g., a wiki that allows users
to list their own publicationsthat use the dataset)would as-
sist researchersin learningof any additionalmeta-datadiscov-
eredby others.Thecontributorsof datasetswill beableto see
the tangiblebenefitsof makingdatasetspublicly available. A
third insight is that themeta-datashouldbepackagedwith the
data(in additionto beingavailableon a Webpage).Numerous
publicationsindicatedthey retrieved the datasetfrom a loca-
tion otherthantheITA; it is unclearif thesesitesthatreplicated
thedatasetalsoreplicatedthemeta-data.This issuealsoarises
whenthedatais exchangeddirectlybetweenconsumers.

As for the C-rules, we provide an exampleof inappropri-
ate re-useof a dataset. The ClarkNet datasetdoesnot con-
tain a definitive identifier for distinct users. However, some
studiesassumethat thereis a one-to-onemappingbetweena
client IP addressanda user. In theClarkNetdataset,thereare
142,993uniquefully qualifieddomainnames(FQDNs)andIP
addresses.Of these,69 have the term ‘proxy’ in the FQDN
(lessthan0.05%). However, whenthenumberof requestsper
host identifier is considered,31 of the 100 busiesthostshave
the term proxy in their name(31%), as do 24 of the top 30
hosts(80%- all from AOL). This suggeststhatcareis needed
in utilizing thisdatasetfor studyinguserbehavior. Nanopoulos
etal. [48] usetheClarkNetdatasetin acomparisonof prefetch-
ing algorithms.They indicatethata first stepin preparingthe
datais theidentificationof usersessions,andreferto Cooley et
al. [16] for the methodto do this. Cooley et al. [16] correctly
identify the presenceof proxiesasan issueto addressin the
identificationof usersessions.They provide two methods(use
cookiesor client-sideagents)andtwo heuristics(basedonuser-
agentor refererheaderinformation)for distinguishingbetween
usersthat areutilizing the sameclient machine. While all of
thesearevalid in general,noneof themareapplicableto the
ClarkNetdataset,asit doesnot containper-useridentifierslike
cookies,nordoesit containuser-agentor refererheaders.Thus,
theCooley techniquewouldnothavecorrectlyidentifiedall in-
dividual usersin the ClarkNet data,and thereforethe dataset
shouldnot have beenusedin [48] (unlessthe issuecouldhave

beenaddressedutilizing a di l erenttechnique).
Reflectingon the C-rules, several issuesarise. First, con-

sumersneedto bedisciplinedin their useof meta-data.For ex-
ample,consumersshouldmaintaintheoriginal labelassociated
with thedataset,to ensurethatreaders(or reviewers)areaware
that a datasetusedin onestudy is the sameas in otherstud-
iesthatusedthesamedataset.Thedistributorsof theClarkNet
datalabeledit asClarkNet;mostconsumersmaintainedthis la-
bel but a few referredto it asC.Net,CNet, or Balbach. Also,
researcherswho usea datasetmultiple timesshouldapply the
C-rulesevery time they utilize the dataset,to aid in avoiding
problemsencounteredin onestudyfrom contaminatingfollow-
on studies(particularlyif oneor morenew participantsarein-
volved). Finally, sincesomevenuespublish multiple papers
thatusethesamedataset,wesuggestthatreviewersshouldalso
apply the C-rulesin their reviews (e.g.,referauthorsto a par-
ticular rule thatthey havefailedto meet).Onereasonfor doing
this is that thereviewersareoftenin a betterpositionto assess
the longevity of thedatasetfor thatparticulardomainthanare
theproducersof thedataset.

Among the S-rules, the third rule, that of “checkingresults
for consistency”, is perhapsthemostimportanthere.We illus-
tratethis by consideringseveralpapersthatusedtheClarkNet
datasetthatwe have insight into. The authorsof [4] indicated
thattheanalysistechniquesusedin thepaperweresuitableand
robust(thefirst two S-rules).However, subsequentstudiessug-
gestedseveral improvementswith respectto the analysis. A
simpleexampleis that with high-variability data(suchas the
file sizesin the ClarkNet data), the meanis largely uninfor-
mative. Instead,it wassuggestedthat the medianbe reported,
as it is moremeaningfulthan the meanandalsomorerobust
to inaccuraciesin the data. This is an exampleof how addi-
tionalscrutiny (thethird S-rule)wouldhaveimprovedthequal-
ity of theanalysisresultsin [4]. Anotherstudythatdealswith
checkingfor inconsistency andappearedin subsequentpapers
publishedby othersis by Downey [22] who re-analyzedthe
file sizedistribution in theClarkNetdataset.He concludedthat
theevidenceto supporttheParetomodel(asreportedin [4]) is
“weakandmixed,” andsuggestedthelognormaldistributionas
a moreappropriatemodelfor file sizes.However, asdiscussed
in detail in [61], favoring the higher-parameterizedlognormal
modelover the parsimoniousParetomodelcomesat the cost
of extremesensitivity of the lognormalparametersto the size
of thedataset(i.e., durationof datacollection)which seriously
questionsthe usefulnessof the lognormalalternative in prac-
tice.

Lastly, we considertwo examplesfor the M-rules. Useof
an autocorrelationmodel to model Web server trak c is sug-
gestedin [43]. Thework determinesthemodelparameterset-
tingsby analyzingWebserver traces(includingClarkNet).The
model for eachworkload is validatedby comparingthe mean
squareerrorbetweentheempiricalautocorrelationfunctionand
the theoreticalautocorrelationfunction of the model. Apply-
ing the M-rulesrevealsthat the paperis strictly an exercisein
data-fitting,demonstrateslittle creativity in building themodel,
doesnot demonstratethe predictive power of the model, and
validatesthe model againstthe datausedto parameterizethe
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model. In em ect,theM-rulesquestionthemainpurposeof this
particularmodelingem ort.

Anothermodelingpaper[10] extendedanexistingmultifrac-
tal model,to reducethecomplexity of themodelfrom O(N) to
O(1). The predictive power of the model is demonstrated,by
comparingits accuracy in choosingfiles to cacheagainsttwo
otherexisting models. To validatetheir model, they examine
how accuratelytheir modelcapturesthe temporalandspatial
locality of theempiricaldata.This papermorecloselyadheres
to someof ourM-rules.However, sincenomodelselectioncri-
teriaareprovidedandalternativemodelsthatfit thedataequally
well arenot considered,thevalidity of theproposedmodelre-
mainsquestionable,especiallyin theabsenceof any meaning-
ful andnetwork-centricexplanation.

4. Discussion

Having presentedthreeexampleevaluationsacrossdiverse
areas,we now illustratehow our Socraticmethodfor evaluat-
ing measurement-basedresearchappliesin anew andemerging
area.WeuseOnlineSocialNetworks(OSN)asanexamplearea
for severalreasons.For one,OSNshave recently, dramatically
gainedin popularitywith acorrespondingincreasein interestin
measuringthem. OSNsarenow the mostpopularapplication
sincetheWorld Wide Webbeganin 1992.Usersarefirst class
objectsin thesensethatthey aretheprimarycreatorsof content
andasignificantpartof thecommunicationin OSNsstemsfrom
interactionsbetweenusers.Along with Web 2.0 technologies
(suchasAJAX andmashups),thousandsof OSNshave sprung
up includingMySpaceandFacebookwhich recentlyreacheda
userbaseof half abillion users.A largenumberof externalap-
plicationsusethedistribution platformof OSNsto enablenew
formsof inter-userinteraction[18].

Moreover, given that we arestill in the early daysof OSNs
andOSN research,we fully expect to seerapid andpossibly
drasticchangesin thedesignandfunctionalityof futureOSNs.
Thusthepredictivevalueof initial measurementstudiesarenot
likely to be very high, unlessthey areaccompaniedby useful
meta-datainformation. To this end, readily availabledomain
knowledgeaboutthe designandoperationof OSNsought to
guide measurementem orts in this area. However, becauseof
thenewnessof thefield, thereis still a lackof any organizedef-
fort to collectOSN-specificdata,andthenumberof consumers
of suchdatahasremainedsmall.Sincethissituationcanbeex-
pectedto changewith time,thereexistsauniqueopportunityto
starta dialog on establishingpropermeta-datain this domain
andensurethatany datareleasedwill meetsomebasiccriteria.
Thusasthe numberof publicationsin this areaincreases,our
expectationis thattherewill beaprescriptivevaluein applying
our Socraticmethod.

4.1. TheP-rulesandOSNmeasurements

Two of the mostpopulartechniquesthat have beenusedto
measureOSNsareactivecrawls [45] andpassivemeasurements
in theform of packet traces[24, 56] or click streamdata[11].

OSNsdo not exposetheir link structurepartly due to legiti-
mateprivacy concerns,but alsoin a deliberateattemptto pre-
ventexternalcrawlersfrom gatheringtheconnectionmatrix of
theOSN.Activedatagatheringrunsinto limitationsin theform
of acceptableusepoliciesandrestrictionson thenumberof re-
quests.Also, an active crawl that usesa particulartechnique
(e.g., flooding, certaintypesof randomwalk-basedcrawling,
sampling)to discoveranessentiallyunknownstructureis likely
to missportionsof theOSNgraph,especiallythe looselycon-
nectedregions.Passive datagatheringalsohaslimitationsand
will certainlymissinformationaboutuserswho did not com-
municateduringthemeasurementperiod. Measurersof OSNs
shouldprovidenecessarymeta-datainformationto indicatethe
limitations imposedon their measurementsas a result of the
techniquesusedandpoliciesencounteredsoconsumersof their
datacouldre-examinethetechniquesandpoliciesat thetimeof
reuse.

Although many OSNsprovide an ‘open’ API for accessto
portionsof their network, as yet there is no single API that
can help gatherdata acrossmultiple OSNs. In the absence
of genericcrawlers,moststudiesto datehave beenon a small
scale.Crawlershaveto parseandextractawidevarietyof links:
navigation,friend, groupetc. In thepresenceof Javascriptand
asynchronousability acrawlermayhavetosimulateuserclicks.
Oneway to probesiteslike Facebookthatrevealonly portions
of theconnectioninformationis to createexternalapplications
via theOSNAPIs thatcancollectanonymizeddataaboutusers
whousetheapplication.As pointedout in [18], thecommunity
needsgeneralpurposetoolsthatcanbecustomizedto crawl and
parsea particularOSN site. Suchtools will exposecommon-
alities acrossOSNsandhighlight generictechnicalissuesfor
measuringOSNs. Agreeingon a classof measurementtech-
niquesandtoolswill helpfuturemeasurersin OSNs.

With regardto the measurementsetup,gatheringdatain an
OSNtypically involvessignificantoverheadin theform of gain-
ing accessto di m erentportions(e.g.,regionalnetworks)of the
unknownstructureto studyglobalpatternsor deriveresultsthat
arevalid for the OSNasa whole. This is furthercomplicated
by the scaleanddi m erencesbetweencultures,languages,and
geographicregions. Moreover, asa recentprivacy study[34]
showed, what makes performing OSN-wide inferenceseven
moredi n cult is thefactthatthechangesinternalto anOSNare
non-uniform;significantasymmetricalchangeswithin regional
networks in Facebookwereobserved within a two-monthpe-
riod. With thephenomenalgrowth in thenumberof usersjoin-
ing popularOSNssuchasFacebook,we expectsuchchanges
to becomebothbroaderandevenmorenon-uniform.

Many examinationsof individual OSNshave beencarried
out [7, 35, 36]. Thesehave included studiesof properties
like rankings,geographicalpopularity [13], object sizes,ac-
cesspatterns,rateof change[24], degreeandclustercoen cient,
anddi n culty in finding backward links [45]. Propertiessuch
asconnectivity, content,andtechnologyarecommonto most
OSNsandthuscanbepartof acomparativestudy[18, 36, 45].

Therearemany di m erentwaysto studyOSNs.For example,
studieshave examinedYouTubeboth from campusedgenet-
works [24, 67] andusingcrawling techniques[45, 13]. More
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concerningare seeminglyminor di o erencesin methodology
thatcanleadto divergentresultsbetweenstudies.An earlypa-
per[27] onTwitter thattriedto minethewordsusedin commu-
nicationto extract communitiesandalsoexaminedthe friend-
ship relationshipanddi o erentclassesof usersis an example
of how the samplesizeanddurationof the datacanao ect the
findings.Theunderlyingdatasetconsistedof atwo-monthlong
collectionof randomrecentTwitter messagesthatis availablein
Twitter’s public timeline. This passive datagatheringwasfol-
lowedby fetchesof friendsinformationabouttheusers.A sub-
sequentstudy[32] which includedtwo di o erentactive crawls,
in additionto gatheringthepublicdata,paintsabroaderpicture
of theTwitter usergraph.In particular, passive usersarebetter
representedin thisstudy, asportionsof thefull graphmaynever
havebeendiscoveredif they werenotreachablefrom thosewho
happenedto beactiveduringtheearlierstudy. Theeo ectof the
dependenceon only active usersis a di p cult parameterto esti-
mate.A falseinferenceaboutsequentialgrowthof userIDsalso
creepsinto [27] andwaspointedout in [32]. Encounteringsuch
a diversesetof techniquesusedto measureOSNsstressesthe
importanceof understandinghow the gathereddatamight be
ao ectedasa resultof the measurementsetupand techniques.
Ideally, all of the relevant informationwill be capturedin the
meta-dataassociatedwith OSN measurements,but if current
datasetsarean indication,we arestill far from this ideal sce-
nario.

Looking aheadandrecognizingthatdynamismis anintegral
partof mostOSNs,thecurrentcropof single-snapshotdatasets
is clearly insup cient. What is neededaremultiple snapshots
andassociatedmeta-datainformation. Giventherateat which
OSNsareevolving, meta-dataattributesthat arenecessaryso
thatplausibleinferencescanbedrawn includethedatesof the
individual snapshotsand the locationswherethey weregath-
ered,therateandmannerof growth in userpopulationandac-
tivity level,andtiming informationrelatedto individualusersor
theiractivities. However, evenin thepresenceof multiplesnap-
shots,thereareissuesrelatedto the meta-dataandthe quality
of thedata(e.g.,missingevents).Considerfor examplethere-
centwork on variouslink predictionmodels[40, 64] thathave
beenproposedto examinethe evolution of OSNs. Meta-data
aboutOSN-specificpeculiaritiesandthe potentialfor missing
or inaccuratedatacaneasilyskew inferences.To illustrate,the
methodologyusedto predictgrowth of friends in OSNswith
symmetricfriend relationships(like FacebookandMySpace)
will not work for asymmetricOSNslike Twitter. On Facebook
two usershave to becomemutual friends while on Twitter a
large numberof userscan “follo w” anotheruserwithout the
latter following any of them. Furthermore,OSN aggregators
like FriendFeed[44] consistof only userswho arepresenton
multiple OSNsandarethusa skewedsubsetof OSNusers.

Another topic where the current crop of single-snapshot
datasetsis limiting OSNresearchandwheretheavailability of
new semantic-richOSN datais critical is inferring userinter-
actionsin OSNs. Clickstreamdataor packet traces(assuming
they are madepublic) would be a perfectsource. However,
without a varietyof additionalattributes,suchasusermix, lo-
calpopularityof theOSNfeatures,andnatureof andreasonfor

communication,inferencesdrawn could be incorrect. For ex-
ample,it is well known thatwhile two usersmaybe“friends”,
the depthof their “friendship” is better reflectedby the fre-
quency andnatureof communicationwhichwouldtypically not
bepresentin packet traces.Thusto gaina basicunderstanding
of how usersor groupsof usersinteractin anOSNwill require
informationthat canbegleanedfrom a combinationof packet
traces,clickstreamdata,andactive crawls, andthe“fusion” of
thesedi o erentdatasourcesandcorrespondingmeta-datainfor-
mationloomsasanimportantopenproblem.

4.2. TheC-rulesandOSNmeasurements

As in other areasof measurement-basednetworking re-
search,producersof OSN-specificmeasurementsareconstantly
being asked to make the crawled portion of the OSN graphs
availableandsomehave admirablydoneso already. At least
two recentpapershavemadetheir datasetsavailable:YouTube
datain [13] andthecrawled graphin [45]. Theformer’smeta-
datais betterexplained;the latter’s anonymizeddatais likely
to belessusefulasit is just a descriptionof thegraphstructure
of their crawl. In abstract,the C-rulesfor OSNsareto ensure
stretchabilitykeepingin mind the key di o erencesbetweenthe
variousOSNs. Similaritiesalreadyobserved betweenvarious
OSNsat themacrolevel area risky foundationfor blind reuse.
Datagatheredin oneOSNmaybeskeweddueto thepresence
of certainfeaturesthatareabsentin theOSNto which thedata
is beingapplied.Datacollectedinitially for thepurposeof char-
acterizationis oftena poorcandidatefor reuseasit is typically
gatheredin a singlevenuewith a limited reflectionof theover-
all distribution. Thelifetime of earlydatais alsolimited in the
fastchangingOSN world. Given the considerablerestrictions
and other obstaclesin gatheringdatain OSNs,any available
datais likely to lack representativeness,andfor any associated
meta-datato beusefulandinformative, it mustprovideprecise
informationaboutthe collectionmethodologyandany limita-
tionsin placeat thetime of datacollection.

In general,therehasbeensurprisinglylittle or no reuseof
thedata,andsostatisticalandmodelinganalysisfrom a reuse
point is largely premature.5 An importantreasonfor this ob-
servedlack of reuseof OSNdatais thatcurrentOSNresearch
is slowly moving awayfrom treatingOSNsasstaticgraphsand
performingsimplegraph-basedcharacterizationof OSNs. In-
creasingly, researchershave recognizedthe needto look past
just (static)friendshiprelationshipanddealwith dynamismas
an integral part of real-world OSNs[60]. The evolving na-
tureandobservedstructureof (some)OSNshavemotivatedre-
searchersto focusmoreon issuesrelatingto internalsof OSNs
andtheir distributedarchitectures,userinteractionswithin and
acrossOSNs,role andusageof externalapplications,new eco-
nomicmodels,andalgorithmsthatcancopewith thelarge-scale
natureanddynamicsof OSNs. Clearly, for any in-depthstud-
iesof theseandrelatedissues,having accessto a collectionof
genericnodesandlinks is insup cient. Whatthesenewer areas

5Authorsof [45] and[13] werenot awareof externalpublicationsthat in-
cludedreuseof their datasets.
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of OSN researchrequirearenot just (static)friendshipgraphs
but crawled datawith a substantialamountof meta-datainfor-
mation that reflectsthe high semanticcontentassociatedwith
individualusersandtheiractivitieswithin theOSNs[19]. How-
ever, in contrastto crawled datathat resultsin genericfriend-
ship graphs,the typeof crawled datarequiredfor thesenewer
areasof OSNresearchhasinstantlyraisedseriousprivacy con-
cernsthathave eq ectively ruledout any reuseof suchdataby
otherresearchers.

To deal with this problemand ensurethe reuseand wider
availability of suchdata,thetopicof anonymizingevolving and
annotatedgraphshasattractedrecentattention. Initially the
work wasin anonymizing network datain the form of packet
traces.It is usefulto contrastanonymizationof packet traces,
wheretherehave beenconsiderableeq orts [63, 50, 54] to the
new ongoingwork in OSNs.For payload-freepackettracedata,
the principle focuswasto anonymize IP addresses.However,
the absenceof appropriateIP addressinformationcouldnega-
tively impact the ability to naturallygrouppacketsor recover
the communication“graph” data, leading to work on prefix-
preservinganonymization.However, in theOSNcontext, there
aremany moreparametersthatcouldresultin re-identification.
As recentwork in OSNanonymization[12] shows, in thepres-
enceof analytic guaranteesof privacy and anonymity, OSNs
may be willing to releaseanonymized versionsof snapshots
and associatedmeta-data. It had beenshown [8] earlier that
attackers with backgroundknowledge can learn information
aboutsomeindividuals on an OSN from an unlabeledgraph
by planting new nodesand linking them to legitimate users.
Thus, we needto know the time of addition of nodesto dis-
tinguishoriginal nodesandnew ones. In a passive versionof
anattack,anadversarycanlearnabouta largeclose-knitgroup
andthuspropertieslikestrongerconnectionsneedto beknown.
Somedefensivetechniquesto preventre-identificationhaveled
to the useof addingand removing edgesfrom the graphbe-
ing anonymized. But the resultinggraphwill be di q erentand
may not be asusefulto studyingthe samepropertiesasin the
originalgraph[66].

5. Conclusion

Early Internet measurementprojects involving datasetsof
trar c-relatedquantities(e.g.,packet traces,Web server work-
loads)have led to a generalbelief that Internetmeasurements
areof high quality andthatsubsequentdataanalysisandmod-
eling eq orts can take the collecteddataat facevalue. How-
ever, more recentmeasurementeq orts that concernInternet
connectivity-relatedquantities(e.g., router-level connections,
AS-level links) have highlightedthe fact that in the Internet,
it is moreoftenthannot thecasethatwhatwecanmeasureis in
general not whatwewantto measure (or whatwethink weac-
tually measure). This realizationhasseriousandwide-ranging
implications,not only for theanalysisandmodelingof there-
sultingmeasurements,but alsofor thevalidationof claimsthat
arederivedfrom suchdataor theproposedmodels.

Motivatedby an ever-increasingnumberof measurement-
basedstudiesin the areaof Internetresearch,we have argued

in this paperthat it is time to examinehow we can validate
our researchprocess;thatis, developingconfidencethat there-
sultsderivedfrom[the measurementsat hand]are indeedwell-
justifiedclaims[53]. A lackof specificstandardshasledto rep-
etition of errorsin variousaspectsof measurement-basednet-
working research,andwe have outlineda Socraticmethodto
help correctthis problem. As a first stepwe have proposeda
setof key questionsandrulesfor producersandconsumersof
data,aswell asthosewho areinvolvedin analysisandmodel-
ing eq orts.However, webelieve thattrying to reachagreement
on somebasicstandardsrequiresa much broadereq ort than
just our (likely biased)views andneedstheinvolvementof the
communityasawholeto encourageanongoingdialogbetween
measurers,modelers,andexperimenters.Oneof our long-term
goalsis to initiate andencouragea community-wideeq ort that
tracksmeta-dataassociatedwith di q erentdatasetsthataregath-
eredandreusedin studies.Although we have not delved into
thespecificsof meta-dataformatsfor di q erenttypesof datasets
here,we plan to do that in follow-up work or, betteryet, look
towardsthecommunityto discussandadoptone.

Thereis no denying that raising the bar for measurement-
basednetworking researchcreatesmore work. While main-
taining adequatemeta-datais especiallyimportantfor rapidly
evolving andchangingsystemssuchasthe Internetfor which
the valueof a given datasetis boundto changeover time, in
practice,this propertyshouldmake researchersthink twice be-
fore investinga lot of time andeq ort settingup accuratemea-
surementsof phenomenathat may or may not exist over a
longerperiod.Arguingfor a moreprominentrole of themeta-
dataideaseemsto strike a healthybalancebetweenaimingfor
“perfect” datathat may take an unreasonabletime and eq ort
to collect andmayhave only a shortshelf time andproducing
“useful” datawherethe requiredeq orts time is morecommen-
surablewith the data’s generallyshortshelf life andtypically
limited usage.
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